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The following user manual is for using Adroit Photo Forensics (v2.2) and is a step-by-step guide on how 
to create and open cases, perform analysis, and view the results. 
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SETTINGS SCREEN 
 

 

 

When APF is run for the first time, the Settings dialog (above) appears for a user to set the initial 

configuration settings.  The Settings dialog can also be accessed by selecting from the menu: 

Tools->Settings. 

 

¶ Ψ/ŀǎŜ tŀǘƘΩ is where the case folder will be created by default.  All case related files such as log, 

reports, thumbnail cache (if enabled) will be saved here.  To change, click on Browse. 

For example, if ǘƘŜ ŎŀǎŜ ǇŀǘƘ ƛǎ ά/Υ\ƳȅǎŀǾŜŘŎŀǎŜǎέ, and a new case named "3jpegs" is created 

then ŀƭƭ ǘƘŜ ŎŀǎŜ ǊŜƭŀǘŜŘ ŦƛƭŜǎ ǿƛƭƭ ōŜ ǎŀǾŜŘ ƛƴ ǘƘŜ ŦƻƭŘŜǊ ά/Υ\mysavedcase\оƧǇŜƎǎέ. 

¶ Ψ9ȄŀƳƛƴŜǊ tŀǘƘΩ is where examiner details are saved.  To change, click on Browse.  APF 

remembers the examiner information of the most recently created case. 
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¶ Ψ!ǳǘƻ-ƎŜƴŜǊŀǘŜ ŎŀǎŜ ŘŜǘŀƛƭǎΩ is useful for fast case creation.  Auto-generation of case allows the 

case ID and the case name to be automatically generated.  The case name is generated based on 

the evidence selected.  The case id starts at 1000 by default but this too can be changed. 

 

¶ ΨBlur tƘǳƳōƴŀƛƭǎ ǘƻ ƘƛŘŜ ǇƘƻǘƻ ŎƻƴǘŜƴǘΩ  when checked will blur the thumbnails of the photos 

recovered during and after the recovery process. 

 

¶ Ψ{Ƙƻǿ ¢ƘǳƳōƴŀƛƭǎ ƛƴ ¢ƛƳŜ[ƛƴŜΩ allows thumbnails to be displayed when a hotspot in the 

timeline is clicked.  You can read more about this in the timeline section. 

 

¶ Ψ{ŎǊŜŜƴ !ŦǘŜǊ !ƴŀƭȅǎƛǎΩ section allows you to choose the default screen set after recovery on a 

ŎŀǎŜ ƛǎ ŎƻƳǇƭŜǘŜΦ  ¢ƘŜ ŘŜŦŀǳƭǘ ǎŎǊŜŜƴǎ Ŏŀƴ ōŜ ŜƛǘƘŜǊ ǘƘŜ ΨtƘƻǘƻ DŀƭƭŜǊȅΩ ƻǊ ǘƘŜ Ψ{ƳŀǊǘCƛƭǘŜǊƛƴƎΩ 

screens. This is a convenience option as you can switch between the two screens whenever you 

want to.  

 

¶ Ψ5ŜŦŀǳƭǘ DǊƻǳǇƛƴƎ ƛƴ tƘƻǘƻ DŀƭƭŜǊȅΩ allows you to set the way the Photo Gallery is initialized 
when launched.  TƘŜ άDǊƻǳǇέ ŘǊƻǇ-down list allows you to select from a range of grouping 
ƻǇǘƛƻƴǎ ƛƴŎƭǳŘƛƴƎ άŘŀǘŜέΣ άŎŀƳŜǊŀέΣ άŦƛƭŜ ƴŀƳŜέ, etc.  The ά¢ŀōǎέ ŘǊƻǇ-down list allows you to 
determine if the groups should be separated into different tabs by the carving method.  The 
ά{Ƙƻǿέ ŘǊƻǇ Řƻǿƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŦƛƭǘŜǊ ƻǳǘ ǇƘƻǘƻǎ ōȅ ǊŜǎƻƭǳǘƛƻƴΦ You can learn more about this 
in the grouping section.  Note: these are only the defaults and you can change groups in the 
Photo Gallery at will. 
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¶ SmartFiltering is a feature that filters specific content in the recovered photos.  SmartFiltering 

can either be performed  during the recovery or after the recovery is complete.  You can opt for 

SmartFiltering to be performed for deleted photos, active photos, and/or partially carved 

photos.  

 

¶ SmartFiltering can also be configured to filter only photos larger than a certain resolution.  The 

default minimum is 250x250 pixels and it can be changed. Setting it to 0x0 will ensure that the 

resolution will not be used to determine if the photo should be skipped or not. 

 

¶ Explicit images can also be detected by SmartFiltering. 

o No EID : There will be no explicit image detection.  
o Fast EID : The time taken to perform EID is less but its accuracy is compromised.  
o Balanced EID : A balance between accuracy and time taken to perform explicit image 

detction.  
o Best EID (recommended) : This mode of explicit image detection is the most accurate. It 

comes at the cost of time taken in performing explicit image detection.  
o Identify explicit images with children : Will look for explicit photos having children 

present in them.  
o Skin threshold for EID : This threshold is used to detecting skin coverage in the photo. 
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¶ The SmartFiltering - Other options are explained as follows : 

o Do face detection : Will perform face detection as part of SmartFiltering if checked. 
o Do Photo-Thumbnail mismatch detection : Will check if the embedded thumbnail if any 

matches with the actual photograph. Some photos may contain a thumbnail embedded 
within the photo itself, these thumbnails are used by the operating system for quick 
views. There have been instances wherein an explicit image is hidden by an incorrect 
thumbnail. This option when clicked checks if the thumbnail matches with the primary 
photo. 

o Alert for photos with hashes in imported set : Photos whose MD5 hash value matches 
with those hash values already imported are tagged as Hash alerted photos. 

o Detect duplicate photos using MD5 Hash : If this option is checked duplicate photos can 
be detected by performing a MD5 hash check. If there are 2 or more photos having the 
same MD5 hash then duplicates are present.  
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NEW CASE 

 

¶ For a new case, Case ID and Case Name are required, however, if auto-generation of case is on, 

they will be created based on the evidence selected. 

¶ For evidence selection, if a disk image is used, simply click on άClick here to choose a disk 

imageέΦ  APF currently supports both Encase and DD/Raw disk images. 

¶ After selecting the evidence, select the examiners.  No examiner details will be present when 

APF is run for the first time.  Click on the "+" buǘǘƻƴ ǘƻ ŀŘŘ ŀ ƴŜǿ ŜȄŀƳƛƴŜǊΩǎ ƛƴŦƻǊƳŀǘƛƻƴΦ  You 

can also use File->New Examiner to add new examiners. 

¶ Click on Analysis Options to change the options used for analysis. 

¶ Click on SmartFiltering Settings to change the settings used for SmartFiltering. 

¶ If no problems are detected, the Analyze button will become enabled.  Click on it to start 

evidence analysis. 
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NEW EXAMINER SCREEN 

 

This screen is fairly self-explanatory. You can use this screen to add as many examiners as you want.  

They will then be available in the examiner drop-down list in both the New Case and Batch Analyze 

screens. 

¶ Fill in examiner details as required and click άSave.έ 

¶ Only the ExaminerΩǎ Name field is mandatory. 

¶ All examiners added can be chosen in the combo box in the case screen. 

¶ APF will remember the examiner details of the last case created. 
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 ANALYSIS OPTIONS 

 

The Analysis Options screen allows you to change several carving, hashing, logging and speed settings 

for the analysis of a new case.  This screen can be accessed from the New Case or Batch Analyze screen 

by clicking on the Analysis Options button.  Clicking on the Default button will set all options to their 

default values.  The Analysis Options screen has two tabs: 

1.  Recovery Options Tab  

 

 

1. Use file system information found on disk  - Default Checked 

a. Checked:  When this option is on, if a file system like NTFS or FAT is detected, it will use 

ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳΩǎ ǇŀǊŀƳŜǘŜǊǎ ƭƛƪŜ ōƭƻŎƪ ǎƛȊŜΣ ƻŦŦǎŜǘ, etc. to do the recovery.  In addition, 
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active files display is possible only if this option is on.  Carving for deleted files will only 

occur in the area of the disk indicated to be unallocated by the file system. 

b. Unchecked:  If this is turned off the file system is ignored completely, and the whole disk 

is eligible for carving. 

2. Offset and Block Size - Default Disabled 

a. Offset:  This is the byte offset from the beginning of the disk that you want to start 

carving.  The option is only available when Use file system information found on disk is 

unchecked.  The default value is 0. 

b. Block Size:  This is the user-specified block size in bytes.  The option is only available 

when Use file system information found on disk is unchecked.  The default value is 512. 

c. It is highly recommended that these fields be changed only if the user knows the actual 

disk statistics.  Changes to these options can dramatically affect the recovery quality. 

3. Show photos not deleted (Active Photos) ς Default Checked 

a.  Checked:  Active Photos, i.e. photos not deleted, are to be displayed. For this to work, 

Use file system information found on disk must be checked. 

b. Unchecked: No Active Photos are shown.  Only carved photos are to be displayed. 

4. Recover using file system object (LogCarving) ς Default Checked 

a. Checked:  Some file systems maintain information of deleted files, enable this feature to 

allow APF to use any such information if it exists to carve photos out. 

b. Unchecked:  APF will ignore any information from the file system that may help to carve 

out photos. 

5. Recover from unallocated space (Normal Carving) ς Default Checked 

a. Checked:  This will enable sequential carving from the free space of the evidence. 

b. Unchecked:  This will disable sequential carving from the free space of the evidence. 

6. Recover fragmented photos (SmartCarving) ς Default Checked 

a. Checked:  Carves fragmented photos.  For this option to be enabled, the Normal Carving 

option needs to be checked. 

b. Unchecked:  This will allow you to extract photos faster, but it may result in less carved 

photos. 

7. Faster SmartCarving using time limit of ς Default Checked 

a. Checked:  Each instance of SmartCarving can take a maximum number of seconds as 

specified by the time field.  Note: typically on larger drives, SmartCarving will run 

multiple times. 

b. Unchecked:  There will be no time limit to how long SmartCarving will run. 

8. Show thumbnails of all recovered photos ς Default Checked 

a.  Checked:  Thumbnails are generated and extracted for every photo recovered.  The GUI 

uses the thumbnail for displaying results. 

b. Unchecked:  The GUI does not show thumbnails in the results bar.  This makes the GUI a 

little faster but with a huge loss to usability. 
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9. Always create thumbnails from photo dynamically ς Default unchecked 

a. Checked:  Will generate a thumbnail from the primary photo directly rather than using 

the embedded thumbnail if present. 

b. Unchecked:  Will use the embedded thumbnail if present. 

10. Ignore photos smaller than ς Default unchecked 

a. Checked:  Photos of size smaller than the inputted threshold will not show up in the 

results. 

b. Unchecked:  Photos of any size will show up in the results. 

11. Generate MD5 hash of photos ς Default checked 

a.  Checked:  Generates a MD5 hash of each photo recovered. 

b. Unchecked:  No hash is generated. 

12. Generate SHA hash of photos ς Default unchecked 

a. Checked:  Generates SHA hash of each photo recovered. 

b. Unchecked:  No hash is generated. 

Choose which SHA value you would like to generate for the photo. 

13. Generate MD5 hash of the evidence  ς Default unchecked 

a. Checked: Generates MD5 hash of the evidence before and after recovery, to verify that 

the evidence was not tampered with.  This can be very slow on larger drives. 

b. Unchecked: No hash is generated for the evidence. 

14. Generate SHA256 hash of the evidence ς Default unchecked 

a. Checked:  Generates SHA256 hash of the evidence before and after recovery, to verify 

that the evidence was not tampered with.  This can be very slow on larger drives. 

b. Unchecked:  No hash is generated for the evidence. 

15. Write recovered file information to log ς Default unchecked  

a. Checked:  Writes the photo information such as file name, size, dates, etc. to the log 

during the recovery process. If evidence has a very large number of recovered files the 

log size could be more than 100MB in size and would require an external application like 

Textpad to open. 

b. Unchecked:  Only recovery statistics and usage statistics are written to the log, each 

individual photo recovered is not. 
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2.  Photo Formats Tab 

 
This tab determines which photo formats should be processed.  There are two standard options: 

1. Recover all photo formats:  This option checks all supported photo formats and ensures that 

they are recovered if present in the evidence. 

2. Recover only camera photo formats:  This option checks only those formats that can be 

generated by a digital camera. 

In addition, each of the formats can be individually checked or unchecked. 

  


