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The following user manual is for using Adroit Photo Forensics (v2.5c) and is a step-by-step guide on how 
to create and open cases, perform analysis, and view the results. 
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Settings 
When APF is run for the first time, the Settings dialog (below) appears for a user to set the initial 

configuration settings.  The Settings dialog can also be accessed by selecting from the menu: Tools-

>Settings. 

GENERAL SETTINGS TAB 

 

Default Paths 
× Case Path is where the case folder will be created by default.  All case related files such as log, 

reports, thumbnail cache will be saved here.  To change, click on Browse. 

Á For example, if ǘƘŜ ŎŀǎŜ ǇŀǘƘ ƛǎ ά/Υ\ƳȅǎŀǾŜŘŎŀǎŜǎέ, and a new case named "3jpegs" is 

created then all the case related files will be saved in the folder 

ά/Υ\mysavedcase\оƧǇŜƎǎέ. 

× Examiner Path is where examiner details are saved.  To change, click on Browse. Multiple 

examiners can be saved and then subsequently selected when creating a case.  APF remembers 

the examiner information of the most recently created case. 
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Case Creation 
× Fill case details based on disk image ς Default Selected 

Á Selected: The case name and case path will be automatically filled out when selecting a 

disk image or drive.  For example if 3jpegs.e01 is selected then the case name and case 

path will be 3jpegs. Note: the name and path can be manually edited at any point. 

Á Not Selected: Case name and ID will have to be manually entered. 

× Starting case ID seed value determines at which number case ID processing should start. This 

too can be changed at any point. 

 
Thumbnails  
× Blur thumbnails to hide photo content ς Default Not Selected 

Á Selected: Thumbnails of the photos recovered during and after the recovery process will 

be blurred. May slow down navigation. 

Á Not Selected: No blurring will occur on the thumbnails. 

× Show Thumbnails in TimeLine ς Default Selected  

Á Selected:  Allows thumbnails to be displayed when a hotspot in the timeline is clicked.  

You can read more about this in the timeline section. 

Á Not Selected: Thumbnails are not shown in the time line. 

 

Screen after Analysis/Recovery 
This section allows you to choose the default screen set after analysis on a case is complete.  The default 

screens can be either ǘƘŜ ΨPhoto GalleryΩ,  ΨSmartFilteringΩ ƻǊ ΨCategorizationΩ screens. This is a 

convenience option as you can switch between the screens whenever you want to.  

Default Grouping in Photo Gallery  
Allows you to set the way the Photo Gallery is initialized when launched.   
 
¢ƘŜ άModeέ ǎŜƭŜŎǘƛƻƴ ŘŜǘŜǊƳƛƴŜǎ ƛŦ ȅƻǳ ǿŀƴǘ ǇƘƻǘƻǎ ǎƻǊǘŜŘ ƻǊ ƎǊƻǳǇŜŘκǎǘŀŎƪŜŘΦ 
TƘŜ άGroupέ ŘǊƻǇ-Řƻǿƴ ƭƛǎǘ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǎŜƭŜŎǘ ŦǊƻƳ ŀ ǊŀƴƎŜ ƻŦ ƎǊƻǳǇƛƴƎ ƻǇǘƛƻƴǎ ƛƴŎƭǳŘƛƴƎ άŘŀǘŜέΣ 
άŎŀƳŜǊŀέΣ άŦƛƭŜ ƴŀƳŜέ, etc.   
The άTabsέ ŘǊƻǇ-down list allows you to determine if the groups should be separated into different tabs 
by the carving method.   
¢ƘŜ άShowέ ŘǊƻǇ Řƻǿƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŦƛƭǘŜǊ ƻǳǘ ǇƘƻǘƻǎ ōȅ ǊŜǎƻƭǳǘƛƻƴΦ  
 
You can learn more about this in the Photo Gallery section.  Note: these are only the defaults and you 
can change settings in the Photo Gallery at will.  
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SmartFilter Settings Tab  

 

 
SmartFilter Exclusions  
SmartFilteringϰ is a feature that filters specific content in the recovered photos.  SmartFilteringϰ can 

either be performed during recovery or after recovery is complete. The SmartFilterϰ options in the 

Settings dialog represent the options for SmartFilteringϰ after recovery is complete. For SmartFilterϰ 

options during recovery please look at the Analysis Options section.  

× Do filtering on active photos ς Default Selected  

Á Selected: SmartFilteringϰ will be performed for active photos. 

Á Not Selected: SmartFilteringϰ will not be performed for active photos. 

× Do filtering on deleted photos ς Default Selected  

Á Selected: Smart filteringϰ will be performed for deleted photos. 

Á Not Selected: SmartFilteringϰ will not be performed for deleted photos. 

× Do filtering on embedded in active photos ς Default Not Selected  

Á Selected: SmartFilteringϰ will be performed for embedded in active photos. 

Á Not Selected: SmartFilteringϰ will not be performed for embedded in active photos. 

× Do filtering on embedded in deleted photos ς Default Not Selected  

Á Selected: SmartFilteringϰ will be performed for embedded in deleted photos. 

Á Not Selected: SmartFilteringϰ will not be performed for embedded in deleted photos. 

× Do filtering on partial photos ς Default Not Selected  
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Á Selected: SmartFilteringϰ is attempted on invalid/corrupted/partial photos. 

Á Not Selected: SmartFilteringϰ will not be performed for invalid/corrupted/partial 

photos. 

SmartFilteringϰ can also be configured to filter only photos larger than a certain resolution.  The default 

minimum is 128x128 pixels and it can be changed. Setting it to 0x0 will ensure that the resolution will 

not be used to determine if the photo should be skipped or not. 

SmartFilter ɀ Explicit Image Detection (EID)  
× No EID (will not show explicit images) ς Default Not Selected  

Á Explicit image detection will be disabled. 

× Fast EID (lower accuracy rate, very fast) ς Default Not Selected  

Á The time taken to perform EID is less but its accuracy is lower. 

× Best EID (higher accuracy rate, slow) ς Default Selected  

Á This mode of explicit image detection is the most accurate. It comes at the cost of time 

taken in performing explicit image detection.  

× Slow EI only if face is detected (Best EID only) ς Default Selected  

Á Selected:  An image will only be considered explicit if a face is detected in the image. 

This will dramatically lower false positives, and may decrease speed a bit but will also 

increase false negatives (some images that are explicit may not be detected). 

Á Not Selected: Explicit images without having faces in it also will be detected as explicit. 

Higher chance of false positives. 

× Identify explicit images with children ς Default Selected  

Á Selected:  Will look for explicit photos showing children. 

Á Not Selected: Will not look for explicit photos showing children. 

× Skin threshold for EID  ς Default Value 22% 

Á Photos with skin percentage detected less than the value selected will not be detected 

as explicit. 

SmartFilter ɀ SmartHashing  
SmartHashingϰ is a proprietary technique to group similar photos together in a case. This allows the 
user to find duplicate as well as slightly modified or thumbnail versions of photos. 

× Group photos that are similar (resized, edited etc.) ς Default Not Selected 
Á Selected: It turns on SmartHashingϰ. SmartHashingϰ is a proprietary technique to 

group similar photos together in a case. This allows the user to find duplicate as well as 
slightly modified or thumbnail versions of photos.  

Á Not Selected: It turns off SmartHashingϰ. 
× Similar/SmartHash Threshold ς Default value 30 

Á This threshold determines how likely two similar files will be grouped together. The 
higher the threshold the more likely that two similar photos will be grouped together. 

× Alert for Photos with SmartHash in Database ς Default Not Selected 
Á Selected: Will compare the SmartHashϰ of photos in a case with photos that have 

SmartHashϰ values in the alert database. If the photos are determined to be similar a 
SmartHashϰ Alert will be set on the photo. 
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Á Not Selected: Will not perform SmartHashϰ Alerts. 

SmartFilter ɀ Other 
× Do face detection (frontal) ς Default Selected  

Á Selected:  Will perform face detection as part of SmartFilteringϰ if checked. 
Á Not Selected: Will not perform face detection as part of SmartFilteringϰ. 

× Do photo-thumbnail mismatch detection ς Default Selected 
Á Selected: Compares an embedded thumbnail against the photo it is supposed to 

represent. Some photos may contain a thumbnail embedded within the photo itself, 
these thumbnails are used by the operating system for quick views. There have been 
instances wherein an explicit image is hidden by an incorrect thumbnail. This option 
when clicked checks if the thumbnail matches with the primary photo. 

Á Not Selected: Will not perform the thumbnail mismatch detection. 
× Alert for Photos with MD5 hash in Database ς Default Selected  

Á Selected: Tags photos whose MD5 hash value match with the MD5 hash values in a 
database. 

Á Not Selected: Does not compare the MD5 hash values of the current case with the MD5 
hash values on the database. 

× Detect duplicate photos using MD5 Hash ς Default Selected  
Á Selected: Detects duplicate photos in the case by comparing MD5 hashes. If there are 2 

or more photos having the same MD5 hash then duplicates are present.  
Á Not Selected: Does not compare the MD5 hash values of the photos with each other. 
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REPORT SETTINGS TAB 

 
 
 
× Reports can be customized by selecting and removing fields.  

 

× The list box on the left contains fields not appearing in the report. 

 

× The list box on the right lists fields appearing in the report. 

 

× Reports are saved in the "Reports" folder within the case folder. The main report is "index.html" 
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CSV SETTINGS TAB 

 
 

× CSV reports can be customized by selecting and removing fields.  

 

× The list box on the left contains fields not appearing in the report. 

 

× The list box on the right lists fields appearing in the report. 

 

× CSV reports are generated in the case folder and are named  "<case name> __Report.csv 

" 

 

× After the CSV is generated, a prompt will appear that will ask if the CSV is to be viewed or 

not. (Generally CSV files are viewable in Excel) 
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SmartCarve/GuidedCarve Settings Tab

 

Warning this section is for advanced users only. Changes made here can dramatically affect the time and 
quality of fragmented photo recovery in SmartCarvingϰ and GuidedCarvingϰ. 
 

Fragment Recovery Settings 
× Maximum Fragments ς Default value 7 

Á This defines the maximum number of fragments that SmartCarvingϰ will attempt to 
build before giving up. The lower the number the faster the SmartCarvingϰ. 

× Maximum forward search ς Default value 4,000 
Á This determines the number of blocks to search AFTER the last known block for the 

photo. The lower the number the quicker, but the higher the number the more likely 
that the file will be recovered. 

× Maximum backward search ς Default value 4,000 
Á This determines the number of blocks to search BEFORE the last known block for the 

photo. The lower the number the quicker, but the higher the number the more likely 
that the file will be recovered. 
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× Forward match threshold ς Default value 0.015 

Á This determines the score threshold below which if a block is being analyzed after 
the last known block gets automatically selected. This means that forward searching 
will get terminated and the block that had a score below the threshold value gets 
selected. 

× Backward match threshold ς Default value  0.01 
Á This determines the score threshold below which if a block is being analyzed before 

the last known block gets automatically selected. This means that backward 
searching will get terminated and the block that had a score below the threshold 
value gets selected. 

× Sequential match threshold ς Default value 0.07 
Á This determines the score threshold below which sequential blocks are automatically 

merged. 
× Fragment ignore threshold ς Default value 0.3 

Á This determines the score threshold ABOVE which blocks are removed from 
consideration. 

 
Swap/Append Settings  
× Maximum forward search ς Default value 50,000 

Á This determines the number of blocks to search AFTER the selected block for swap. The 
lower the number the quicker, but the higher the number the more likely that the 
correct block to swap in will be found. 

× Maximum backward search ς Default value 50,000 
Á This determines the number of blocks to search BEFORE the selected block for swap. 

The lower the number the quicker, but the higher the number the more likely that the 
correct block to swap in will be found. 

× Maximum number of matches ς Default value 100 
× Total possible number of blocks returned as options for swap ordered by the best 

scores. 
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Menu 
FILE MENU 

 

New Case - Shows the screen where a new case can be created. The current case (if any) will be closed 

and a new case screen will show. All entries will be cleared.  

Open Case - Opens a file open dialog box from where you can open a case file (*.cio). Case files can be 

opened directly or by choosing their parent folder.  

Close Case - Closes the current open case.  

Backup Case - Creates a backup copy of the entire case folder including all case related files.  

Save Photos - Displays a dialog which will prompt as to which group of photos is to be saved. 

Save File By Unique ID - Displays a dialog allowing photos and container files for photos to be saved 

based on their unique ID. This option allows users to export out zips and other container files from 

evidence. 
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Import Hashes  - 

The import hash feature allows you to import hashes for both the hash alert as well as the hash ignore 

databases. 

MD5 & SmartHash Alerts 

 

Import hashes for performing hash alerts. There are three ways of importing hashes:  

× From Current Case: Stores the MD5, SmartHash or Category for a group of photos. Dialog will 
appear that will ask if SmartHash and categories should be saved along with the MD5.  

× From File. From an external source which is in the Hashkeeper, ILook or CSV format hashes. 
Note: Only MD5 hashes can be saved as part of the alerts using this option. 

× From Old APF Database: Converts the old MD5 hash alert DB to the new format. 

MD5 Ignored Photos 

 

Import hashes for performing hash ignored. There are three ways of importing hashes: 

× From Current Case: Stores the MD5 hashes of a selected group of photos from the current case.  
× From File: From an external source which is in the Hashkeeper, ILook or CSV format hashes.  
× From Windows OS: From a file of known Windows OS photos from Windows XP, Vista and 7. 

Export as FTK KFF - The Export as FTK KFF feature in APF creates a hash list of the group of photos that 

were selected. Save this hash list as a Comma Separated Value (.csv) file which can then be imported 

into FTK. Please see "Importing KFF Hashes" in the FTK user guide.  

Export as CSV - Allows creating a CSV report of the current case. The various fields selected are columns 

and their values for each header are listed.  

List of recently opened cases - This contains the list of the last 5 recently opened cases.  

Exit - Exits the application.  
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View Menu 

 

Photo Gallery - Displays a photo gallery of thumbnails for the recovered photos. The results screen has 
features for grouping photos for by day, month, year, camera and even on the basis of size. There is a 
feature of separating the recovered photos into different tabs depending on the recovery mode of the 
photo. Also you can filter out the different type of photos recovered. 

Photo Viewer - Displays the selected group of photos in the photo viewer.  

Timeline - The timeline is the representation of the evidence usage. It represents the evidence usage 

along a time graph in the form of balloons. You can select from the group of photos whose timeline you 

would like to view.  

Recovery Counts - Shows a summary of all the recovery statistics such as number of photos found, 
photos without filename (photos that have been deleted fall in this category), active photos (photos that 
are present in the file system i.e. file not deleted), etc. Depending on the various photo types recovered 
you will have a list of various photo types and corresponding number of photo of that type.  

Generate Reports - Creates a more presentable and detailed report of the group of photos generated 
for. Case information, examiner information, evidence information along with detailed analysis reports 
is generated. Please be patient while generating reports for cases having large number of recovered 
photos.  

Log - Opens up the log created during the analysis of the evidence. The log contains case information 
right from creation time including case update information. File recovery statistics also get written to 
the log if the analysis option of 'Write recovered file information to log' is checked.  
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Verify Hashes - If MD5 and SHA1 or SHA256 values are chosen to be calculated in Analysis options, then 
respective hash values are calculated before and after the recovery. We can verify the hashes at any 
point once the recovery is completed. 

SmartFilters - SmartFilter auto detects explicit content adult and child, faces, photos that have 

mismatched thumbnails embedded within them, similar looking photos and more. 

Custom Gallery - 

  

Bookmarked ς Shows all the bookmarked photos in the Custom Gallery. If the case does not have any 
bookmarked images, it is disabled. 

Hash Alert - If the current case has Hash Alerted Photos; this will open them in the Custom Gallery. 

Ignore ς Shows all the photos that have been ignored in the Custom Gallery. 

Thumbnail Cache - If the current case has Photos recovered from the Thumbnail Cache, this will open 
them in a Custom Gallery. 

Recycled - If the current case has Photos recovered from the Recycle Bin, this will open them in a 
Custom Gallery. 

Sector Carved ς Shows photos that were carved out of unallocated space at the sector or byte level in 
the Custom Gallery. 

Extension Mismatch ς Shows in the Custom Gallery those photos that were determined to have a 
different photo type from what their extension indicates. 
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TOOLS MENU 

 

New Examiner - In order to add new examiners click here to add examiner details.  

Edit Examiner ς Used to edit and delete examiner names. 

Batch Analyze - When there is a need to do case analysis on a number of cases, you should use the 

batch screen.  

Blur Thumbnails - This is a short cut for blurring the thumbnails during recovery or while viewing the 

photo gallery. You can also enable this from Settings -> General Settings  

Category Profiles - The category profiles allows the user to categorize the photos into 10 categories.  

Settings - These are the application level options which were set when Adroit Photo Forensics ran for 

the first time. Options include defaults such as case folder, examiner folder, etc.  
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HELP MENU 

 

 

Help contents  - Opens the built-in help guide.  

Manual  - Adroit Photo Forensics PDF manual requires Adobe Reader.  

Digital Assembly Website  - Opens up the system's default browser and takes you to Digital 

Assembly's website (www.digital-assembly.com)  

Register Product  - Registration will allow you to unleash the full power of Adroit Photo Forensics. All 

unregistered version restrictions will be removed. Once registered, this option will no longer be visible. 

Purchase copies of APF will not show this option. 

Check for Updates - This will cause the update check screen to launch. This screen will allow the user 

to determine if a new version of APF is available. You can also set how often if ever APF should do 

automatic update checks.  

About  - Information dialog about Adroit Photo Forensics.  
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New Case 
The New Case screen is the screen that will be used most often for creating a case. Cases can also be 

created in the Batch Analyze Screen.  

 

Case Information  
× For a new case, Case ID and Case Name are required; however, if auto-generation of case is on, 

they will be created based on the evidence selected. 

× Auto-Generation of Case ID and Case Name based on the selected evidence is turned on by 

default in the Settings screen. 

Examiner Informat ion 
× .ȅ ŘŜŦŀǳƭǘ ǘƘŜ ƭŀǎǘ ŎƘƻǎŜƴ ŜȄŀƳƛƴŜǊ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ 9ȄŀƳƛƴŜǊΩǎ bŀƳŜ ŘǊƻǇ Řƻǿƴ ƭƛǎǘΦ  

× No examiner details will be present when APF is run for the first time.  Click on the "+" button to 

ŀŘŘ ŀ ƴŜǿ ŜȄŀƳƛƴŜǊΩǎ ƛƴŦƻǊƳŀǘƛƻƴΦ  ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǳǎŜ File->New Examiner to add new examiners.  
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Evidence Selection 
× There are four different types of evidences that can be selected: disk images, physical drives, 

logical drives and folders. 

× Disk Images: Click on άClick here to choose a disk imageέ and then browse to and select 

the disk image that you want analyzed.  APF currently supports both Encase and 

DD/Raw disk images. Disk Images are the preferred method of analyzing evidence. 

× Folder Recovery: CƭƛŎƪ ƻƴ ǘƘŜ ƴƻŘŜ άClick here to choose a folderέ and then browse to 

and select the Folder you wish to recover from. APF allows you to select a folder and 

optionally all sub-folders underneath the folder. Cluster Information and deleted file 

recovery will not be available in this mode. 

× Physical Drives node gives the list of all detected physical drives. Typically, analysis on 

drives should be done on the physical drive. 

× Logical Drives node gives the list of all detected logical drives. 

Analysis Profiles  
× Select the Analysis Profile from the drop down list that you want to use on the evidence. 

Analysis Profiles are set of recovery and analysis settings that are run on a case. 

× Click on Analysis Options to modify, add or delete analysis profiles. Read more about this in the 

Analysis Options section. 

Analyze!  
× If no problems are detected, the Analyze button will become enabled.  Click on it to start 

evidence analysis. 
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New Examiner Screen 

 

This screen is fairly self-explanatory. You can use this screen to add as many examiners as you want.  

They will then be available in the examiner drop-down list in both the New Case and Batch Analyze 

screens. 

× Fill in examiner details as required and click άSave.έ 

× Only the ExaminerΩǎ Name field is mandatory. 

× All examiners added can be chosen in the combo box in the case screen. 

× APF will remember the examiner details of the last case created. 
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Analysis  Options  
The Analysis Options screen allows you to change several carving, hashing, logging and speed settings 

for the analysis of a new case.  This screen can be accessed from the New Case or Batch Analyze screen 

by clicking on the Analysis Options button.   

Analysis options are saved as part of profiles. APF comes with a few basic profiles built in, each of which 

can be edited and deleted. In addition a user can create as many different profiles as necessary. 

Modification and deletion of analysis profiles can only be done in this screen. 

 

The Analysis Options screen has six tabs: 

Active & Deleted Recovery Tab  

 

 

Active Recovery 
× Use file system to set offset, clusters and active files  

Á Selected:  When this option is on, if a file system like NTFS or FAT is detected, it will use the 

ŦƛƭŜ ǎȅǎǘŜƳΩǎ ǇŀǊŀƳŜǘŜǊǎ ƭƛƪŜ ōƭƻŎƪ ǎƛȊŜΣ ƻŦŦǎŜǘ, etc. to do the recovery.  In addition, active 




























































































































































