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SETTINGSSCREEN

[ Settings @

 General Settings'| SmartFilter Settings |

Case Path : C:\Users\Husain\APFCases\ |
Examiner Path : C:\Users\Husain\ExaminerDB\

Auto-generate

[¥] Auto-generate case details Auto-generated Case Id seed : 1014
Thumbnails

D Blur thumbnails to hide photo content @ Show thumbnails in timeline

Screen After Analysis

@ Show photo gallery after analysis ) Show SmartFiltering screen after analysis
Default Grouping in Photo Gallery

Group: :File Name v Tab: AlI Recoveries v Show: Allresolutions -

[ Save ][ Default ][ Cancel

When APIRsrun for the first time the Settingsdialog(above)appears fora user to set the initial
configuration settings.TheSettingsdialogcanalsobe accessedy selectingfrom the menu:
Tools>Settings

W/ I &Siswhera tkeCcase folder will be created dgfault Al case related files such as log,
reports, thumbnail cachéf enabled) will be saved herelo changeclick on Browse.

For exampleif it KS Ol & S\YRJA §i © S Radd anBwicaseamed "3jpegsis created

thenk £ £ GKS OFasS NBfI SR Tinys&edcadeh & fISHHE a4l OSR Ay

1 WO EI YA yiSwhere éxanfin€ detailsre saved To changeclick on Browse APF
remembers the examiner information of the most recntreatedcase.
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9 W dAiRY SNI (S GluseBl foRf&stichsk Ereéatdmuto-generation of case allows the
case ID and the case name to be automatically generaié@. case name is generated based on
the evidence selectedThe case idtartsat 1000by defaultbut thistoo can be changed

1 WBlurtkdzYoyl Afa (2 KARE chedked Wik blubtBeythiirSbyfaiisyf the photos
recovered during and after the recovery process.

1 W{K2¢ ¢KdzYoy |l Albwes thiinybnaitstow&displag&iWhen a hotspot in the
timeline is clicked.You can read more about this in the timelisection.

7 W{ ONB Sy ! FsécBoNAhllbws ol ® shbosethe default screen set after recovery on a
OFasS Aa O02YLX SiSo ¢tKS RSTldzZ & aONBSya Oly oS
screens. This is a convenience option as you caclswétween the two screens whenever you
want to.

9 W5STFI dzf & DNER dzLJA ali@vs yoy'to setdiee ivady th® Phbtd Galeky & initialized
when launchedTK S & D N2 -driwi listRINEslybu to select from a range of grouping
2LI0A2ya Ay dzRAQTIIY SINRete. SThed & IA & X5 -dloyvR INERIEKIWS you to
determine if the groups should be separated into diéfiet tabs by the carving methodrhe
G{K26¢ RNBL)I R2gy | ff2g¢a &2 douilcahlednoie8bddhi® dzi LIK2 {
in the grouping sectionNote: these are only the detdts and you can change groups in the
Photo Gallery at will.
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Settings

General Settings |: Smar tFilter Settings |

Recovery and Pre-Filter Options

[¥] Do fittering during recovery

[¥] Do fittering on deleted photos
Don't fiter for width x height less than 2505

SmartFilter - Explicit Image Detection
) No EID (will not show explicit images)

() Balanced EID (high accuracy, fast)

@ ldentify explicit images with children

SmartFilter - Other

Do face detection (frontal)

[¥] Asert for photos with hashes in imported hash set

[¥] Do fittering on Active photos
(] Do fittering on partial photos

2505
(") Fast EID (lower accuracy rate, very fast)
@ Best EID (highest accuracy rate, slow)

Skin threshold for EID: 27 %

[¥] Do Phote-Thumbnail mismatch detection

[¥] Detect duplicate photos using MDS Hash

[ Save H Default ][ Cancel ]

= = y

1 SmartFiltering is a feature that filtespecific content in the recovergahotos. SmartFiltering
caneither be performed during the recovery or after the recoveiycomplete You campt for
SmartFilteringo be performedfor deleted photos, active photos, and/or partially carved
photos.

1 SmartFiltering caalsobe configured to filter only photos larger than a certaésaolution. The

default minimum is 250x250 pixels and it can be changed. Setting it to 0x0 will ensure that the

resolution will not be used to determine if the photo should be skipped or not.

1 Explicit images can also be detected by SmartFiltering.

(0]
0o
0o

No EID There will be no explicit image detection.
Fast EID : The time taken to perform EID is less but its accuracy is compromised.
Balanced EID : A balance between accuracy and time taken to perform explicit image

detction.

Best EID (recommended) : This raaxf explicit image detection is the most accurate. It
comes at the cost of time taken in performing explicit image detection.
Identify explicit images with children : Will look for explicit photos having children

present in them.

Skin threshold for EIDThis threshold is used to detecting skin coverage irptiao.
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1 The SmartFilteringOther options are explained as follows :

o Do face detection : Will perform face detem as part of SmartFiltering if checked.

o Do PhoteThumbnail mismatch detection : Will check if the embedded thumbnail if any
matches with the actual photograp®ome photos may contain a thumbnail embedded
within the photo itself, these thumbnails are used by the operating system for quick
views.There have been instances wherein an explicit imagedbeii by an incorrect
thumbnail. This option when clicked checks if the thumbnail matches with the primary
photo.

o Alert for photos with hasbsin imported set : Photos whose MD5 hash value matches
with those hash values already importate tagged as Hash alerted photos.

o Detect duplicate photos using MD5 Haghthis option is checkeduplicate photoscan
be detected by performing a MD5 hash check. If there are 2 or more photos having the
same MD5 hsh then duplicates are present.
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NEW CASE

4§ Adroit Photo Forensics 2010 (=] E [
File View Tools Help
e eaEeluPa = Viswing New Css
- 1532
Case Information Examiner Information

Examiners Name : :JohnSmith v:

CaselD:
Company/Agency: | XYZInc
Case Name :
Address
CasePath: |CiUsers\Husain\APFCases\ | S TR
Case Creation Date : |Jun 10, 2010 Last Modified Date : |Jun 10,2010 city: New York
Comments : State/Province : |NY Zip/Postal Code :| 10013
Country : USA
Contact
Phone : Fax:
Email : john.smith@gmail.com
Comments
Evidence Evidence Information
&I-Disk Image (RAW, DD, BIN, ENCASE) & |pUme hiotChoser

i =3 Type: -
5 i Click here to choose a diskimage

Size: - v @
s ) A L L/
b o g ADROI
—@(C)ZSOGB SHA256: - PHOTO FORENSICS
: a (D) 250 GB | Partitions: -
e Status: -
: ﬂ XPR4 (F) 250 GR it o
[ Analysis options | [ SmartFitter Settings | Analyze

1 For a new cas&ase IandCase Namarerequired, however, if aut@eneration of case is on,
they will be created based on the evidence selected.

1 Forevidence selection, if a disk image is usanply click oréClick here to choose a disk
image @PF currently supports both Encase and DD/Raw disk images.

1 After selecting the evidencgeselect he examines. No examiner @tails will be presenivhen
APFis run for the first time. @konthe™*'bui G2y (2 I RR | ySé Wil YAY SN
can also us€&ile>New Examineto add new examiners.

9 Click orAnalysis Optiong changethe options used for analysis
1 Click onSmartFiltering Setting® change the settings used for SmartFiltering.

91 If noproblens are detectedthe Analyzebutton will become enabledClick orit to start
evidence analysis.
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NEW EXAMINERSCREEN

Mew Examiner Information ﬁ

Examiner Information
Examiners Name : |John Smith

CompanylAgency : | XYZ
Address
Street Mame - 160 Varrick St

City : Mew York

StatelProvince: | NY Zip/Postal Code | 11111
Country : USA

Contact

Phone : Fax

Email: |john.smith@uxyz.com

Comments :

Save Cancel

This screen is fairly sadkplanatory. You can use this screen to add as many examiners as you want
They will then be available in the examiner drdpwn list in both theNew CasandBatch Analyze
screens.

T

Fill in examiner details as required and ctilaves
Only theExaminef amefield is mandatory.
All examiners added can be chosen in the comboibdite case screen.

APF will remember the examiner details bétlast case created.
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ANALYSIOPTIONS

The Analysis Options screen allows you to change several carving, hashing, logging and speed settings
for the analysis of a new casdhis screen can be accessed from Mwewv Caser Batch Analyzscreen

by clicking on thé\nalysis Optionbutton. Clicking on théefaultbutton will set all options to their

default values The Analysis Options screen has two tabs:

1. Recovery Options Tab

i TR —— e a—
Analysis Options ﬂ

{Hecovery Options || photo Formats | Timezone |

Options ) Speed (0 Recovery | () Integrity

Use file system information found on disk Faster Belter Belter

Offset (Bytes) DZI Cluster Size (Bytes)
Show photos not deleted (Active Photos) Slow - -
Recover using file system objects (LogCarving) Slower Belter -
Recover from unallocated space (Mormal Carving) Slow Belter -
Recover fragmented photos (SmartCarving) Slower Best -

Faster SmartCarnving using time limit of 1;2003 sec Fast Reduced -
Show thumbnails of all photos recovered Faster - -

[7] Always create thumbnails from photo dynamically = =

[ 1gnore photos smaller than 1DDZ| KB Slow - -
Generate MD5S hash of photos Slow - Belter
[7] Generate SHA hash of photos SHA1 (@ SHAZ258 Fast - Reduced
! [7] Generate MD5 hash of evidence Fast - Reduced
I [7] Generate SHAZ256 hash of evidence Fast - Reduced
[] Write recovered file information to log Faster - Reduced
| Ok || Defaut || cancel a2

1. Use file system information found on disk Default Checked
a. Checked:When this option is on, if a file system like NTFS or FAT is detected, it will use

4

(KS FAES 284G8YQ4a LI NkcYo3IG tBeNdcovéniil afldtiant 2 O1 a Al
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active files display is possibbaly if this option is on. Carving for deleted files will only
occur in the area of the disk indicated to be unallocated by the file system.

b. Unchecked If this is turned off the file system is ignored completalyd the whole disk
is eligible for carving.

2. Offset and Block SizeDefault Disabled

a. Offset This is theébyte offset from the beginning of the disk that you wantdtart
carving Theoption is onlyavailablewhen Use file system information found atiskis
unchecked.The default valués O.

b. Block Size This is theuserspecifiedblock sizen bytes The option is onlyavailable
whenUse file system information found on diskunchecked The defult valueis 512.

c. ltis highly recommendethat these fields be changed only if the user kndhes actual
disk statistics.Changes to these options can dramatically affect the recovery quality.

Show photos not deletedActive Photos); Default Checked

a. Checked Active Photog,e. photos not deletedareto be displayedFor this to work,
Use file system information found on distust be checked.

b. UncheckedNo Active Photos are shown.nly carved photos arto be displayed

Recover using file systemwbject (LogCarvingy Default Checked

a. Checked:Sone file systems maintain information of deleted files, enable this feature to
allow APF to use any such information if it existsarve photos out

b. Unchecked:APF wilignore any information from the file systethat may helpto carve
out photos.

Recoveirfrom unallocatedspace (Normal Carving)Default Checked

a. Checked This will enable sequential carvifigm the free space of the evidence.

b. Unchecked This willdisablesequential carvinfrom the free space of the evidence.
Recover fragmented photoéSmartCarvingy Default Checked

a. Checked Carvedragmented photos.For this option to be enabled, the Normal Carving
option needs to be checked.

b. Unchecked This will allow you to extract photos faster, bitiitmay result in less carved
photos

Faster SrartCarving using time limit of Default Checked

a. Checked:Each instance of SmartCarving can take a maximum number of seconds as
specified by the time fieldNote: typically on larger drives, SmartCarving will run
multiple times.

b. Unchecked:There willbe no timelimit to how long SmartCarving will run.

Show thumbnails of all recovered photasDefault Checked

a. Checked Thumbnails are generated and extracted for every photo recoverte GUI
uses the thumbnail for displaying results.

b. Unchecked The GUMoes not show thumbnails in the results bakhis makes the GUI a
little fasterbut with a huge loss to usability.
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9. Always create thumbnails from photo dynamicaltyDefault unchecked
a. Checked:Will generate a thumbnail from the primary photo direatither than using
the embedded thumbnail if present.
b. Unchecked:Will use the embedded thumbnail if present.
10. Ignore photos smaller tham Default unchecked
a. Checked:Photos ofsize smaller than thaputted threshold will not show up in the
results
b. Unche&ed: Photos of any size will show up in the results.
11. Generate MD5 hash gfhotos ¢ Defaultchecked
a. Checked:Generatesa MD5 hash okach photorecovered
b. Unchecked:No hash is generated
12. Generate SHAash of photos; Default unchecked
a. Checked:Generates SHA hashexdch photo recovered
b. Unchecked: No hash is generated
Choose which SHA value you would like to generate for the photo.
13. Generate M hash of the evidence; Default unchecked
a. Checked: Generates MD5 hash of the evidence beforeafted recovery, to verify that
the evidence was not tampered withThis can be very slow on larger drives.
b. Unchecked: No hash is generated for the evidence.
14. Generate SHAZShash of the evidence Default unchecked
a. Checked:Generates SHA256 hash of thedmnce before and after recovery, to verify
that the evidence was not tampered withlhis can be very slow on larger drives.
b. Unchecked:No hash is generated for the evidence.
15. Write recovered file information to logg Default unchecked
a. Checked:Writes thephoto information such as file name, size, dates, etc. to the log
during the recovery process. If evidence has a very large number of recovered files the
log size could be more than 100MB in size and would require anrattapplication like
Textpadto open.
b. Unchecked:Only recovery statistics and usage statistics are written to the log, each
individual photo recovered is not.
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2. Photo Formats Tab

This tab determines which photo formats shouldgrecessed There are twaostandard options:
1. Recover all photo formats This option checks all supported photo formats and ensures that
they are recovered if present in the evidence.
2. Recoveronly camera photo formats This option checks only those formats that can be

generated bya digitalcamera

In addition, each of the formats can be individually checked or unchecked.
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