ﬁDigitaI Assembly

Adroit Photo Forensics
2011

User Manual

Version:2.5¢c

The followingusermanual is fouusing Adroit Photo Forensics (88) and is a stefby-step guide orhow
to create and open casgperformanalysis and view theresults

©2006 - 2011. All rights reserved.



Table of Contents

T ABLE OFCONTENT S ettt itttteeeeeen s oo s e s nesne e an e e s eoreemenee o

(€ N Y S = TN 7Y F PR SRR 4
SMArFIEr SEHNGS T .o et e e e e e e e et e e e e e nneeas 6
REP ORTETTINGTAB. ...t ittiie ettt ettt e e e sttt e e e sttt e e e sttt e e e e e aabbe e e e e et be e e e e e s bbeeeeeeansbeeeeeanbeeeeeeanbbeneeeennnnes 9
OS]V S = 11 1Y = PP P PP PP PR 10
SmartCarve/GuidedCarve Settings Tah.........ccciiiiiiieee e e ————— 11

L T =Y = P PO PPN 13
YT =T U PSP 15
LT 1 =1 U TSP PPRTR 17
T I = 1Y N PP 18

NEW EXAMINERSCREEN. .. .euvieetenes e e e eneneenene i 2dnn.
ANALY SIFOPTIONS .ttt eeteeeeeeeeene s s s a e e e en e an e e s oo

Active & Deleted RECOVEIY Tabl........uuiiiiiiiiii et 22
=l pplol=To [ol=To IR L=ToTo) V=T VA 1= o 25
INtegrity/HAaShING Tah........ooi e e e e e abnne e e s 27
Photo FOrMALS Tah.... ..ottt e e e e e e rreeeeeaaeeas 29
S =T T2 1= L 1S 30
Category Profiles Tab.........ooeeiiicees e e e e ———— 33

ANALY SISSTART ettt eeeeeeeeene s eevemeemmsmme e e e e e e e e e e e S
PHOTOGALLERY . ettt et eeeene s coevsmsesmmmmss e 2 e e e e e e e e eoveemenmemeene 3O

(€110 oTESTo] £ A @] o] o] o T PP T T TSRO UPPPRPRTN 37
JLIE= o JX @ o] 1o T =PSRRI 38
S 1 T01 VT @] o] 1 o] o - TP UTTPTTT PP 39
Photo Gallery Selection and NaVIGAION ............uiiiiiiiiiiiee et eb e e e neees 40

QUSTOMGEALLERY. ottt ettt e e e e sesmesssmessme s e n e n e e e e e eomeenmn b2

Digital Assembly 2



FORENSIGHOTOVIEWER ....cuivnivieneenes s oo ee e AL
RECOVERYCOUNTS ..tuitiiiitiiteenese s s s s e e e 0 1 s dO
(GENERATHREPORTS .. cvitiiiititieietes o s e s n e e s s .
VIEWLOG ... it cosmmsmie st s s 02010 O
Y Y 1 I I = PP o V2
MD5 AND SMARTHASHA ALERTSIGNORES ANBOOKMARKS

= L0 L0 4= Tt PP 67
IMD5 HASH AlBIES... . oottt e e e e e e e e e e et et e e e e e e e et et e s s s e s eseeaaeeeaeaeseeeseesssessrnresed 67
IS 1 = U o T 2 A 1= o U 68
[0 L0 =PRI 68

(@ I S e10] =11 =TT o 1o |
CATEGORYPROFILES...cv i it iiiiieieee e s oo e sneanesnneen e el 0.

Automatic Categorization RULES...........ooi i 71

BATCHANALYZE ... it iiiitiiiiniseen commmmmmmn s e e e e e s s s (4
VERIFYHASHES. ....coiiiiiiiiiit s s s e e srmmmnnens 1L O
EXPORT AFTKKFF...ccoi s e e B0
IMPORTHASHES. .. ..ottt et s s e ee v s G

MD5 & SMAMHASH ALBILS.....eiiiiiiiicciciie et e e e e e e e e e e e e e e e e e eeeeaeaaaas 81
1 1S3 T T T =To I = T} (o X 82

GQUIDEDCARVE . ..ttt eetee et eeee e eevsesssmessens a e e s e e e e e e e sevmeemmssnmen o+ 4D

GuidedCarve Steh Identify Potential Error Block& Deleted reCOVEIY. ... .ouiiiieiiiiiiiiiiiiieeeeeee e 84
GuidedCarve Step 2: Choose A GUIdedCarve MOME...........uuuiiiiiiierie e e e ee e 86
GuidedCarve Operation: SPIIL...........ue i e e e e e e e e e e e e e e e e ane 87
GUIdedCarve OPeration: SWAM . .........uueuiuureieeiaaiteeeesaiaeeeeesatteeee s aaeeteeeeaanbbeeeesasbeeeesasansbeeeesannrreeessnnesd 89
GuidedCarve Operation: APPEIG........c.uueiiiiieiiai ettt e e e e e e e e r e e e e e e e e e s e bbb eaeaaaaeas 4

APPENDIXA: KEYBOARIBHORTCUTS o iiivvieivieeeee e e D9

Digital Assembly 3



Settings

When APF is run for the first time, the Settings diabmjdw) appears for a user to set the initial
configuration settings. The Settings dialog can also be accessed by selecting from thé ooénu:
>Settings

GENERALSETTINGSTAB

i Settings @

i General Settings | SmartFiter Settings | Report Settings | CSV Settings | SmartCarve/GuidedCarve Seﬂingsl
Default Paths

Case Path : CAUsers\DELL\APFCases\
Examiner Path . | C:\Users\DELL\ExaminerDB\

Case Creation

Fill case detailz based on dizk image Starting case D' seed : | 1109

Thumbnails

|:| Blur thumbnails to hide photo content Show thumbnails in timeline

Screen After Analysis/Recovery

@ Photo Gallery ) SmartFitters ") Category

Default Grouping in Photo Gallery

Mode: () Sort (@ Group Group: 'FiIeName vl
Tab: :AII Recoveries v: Show: :AII Resolutions v:
oK ] [ Default l l Cancel

Default Paths
x Case Patlis where the case folder will be created dgfault Al case related files such as log,

reports, thumbnail cachwill be saved here To changeclick on Browse.
A Forexampleif i KS O a S\YRJa i ® S Radd ainB¥casaamed "3jpegs’is
created thenall the case relatedl&s will be saved in the folder
& AnYysavedcase 2 LIS 3 & ¢
x  Examiner Paths where examiner detailsre saved To changeclick onBrowse Multiple
examiners can be saved atiten subsequently selected when creating a cadeF remembers
the examiner information of the most recdytcreatedcase.
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Case Creation
x  Fill case details based on disk imag®efault Selected

A Selected: fie case name and case patfil be automatically filled out when selecting a
disk image or drive. For example if 3jpegs.e01 is selected then the case nhame and case
path will be 3jpegs. Note: the name and path can be manually edited at any point.
A Not Selected: Case name and ID will hiaviee manually entered.
x  Starting case ID seedhlue determines at which number case ID processing should start. This
too can be changed at any point.

Thumbnails
x  Blur thumbnails to hide photo content Default Not Selected

A Selected Thumbnailsof the phobs recoverediuring and after the recovery processl
be blurred May slow down navigation.
A Not SelectedNo blurring will occur on the thumbnails.
x  Show Thumbnails in TimeLirneDefault Selected
A Selected Allowsthumbnails to be displayed when a hotgpn the timeline is clicked.
You can read more about this in the timeline section.
A Not SelectedThumbnails are not shown in the time line.

Screen after Analysis/Recovery
This gctionallows you to choose the default screen set atiealysion a case is complete. The default

screens can beither (i K Bhot&#Galler® BmartFiltering® Nat&¢jorizatiofscreens. This is a
convenience option as you can switch between the screens whenever you want to.

Default Grouping in Photo Gallery
Allows you to set the way the Photo Gallery is initialized when launched.

¢ K$odge aSftSOGA2Y RSOSNN¥YAYSE AT &2dz ¢l yid LIK20G2a a2
TKSGraug RR2a) fAa0G ff2a @2dz 02 aSt SO0 FNRY | NIy
GOl ¥SNIa FAES yI YS§

ThedTabg  R-dbRrilist allows you to determine if the groups should be separated intordiffeabs

by the carving method

¢ KShoéé RNRL)I R2gy fft2a &2dz G2 FAELGSNI 2dzi LIK2G2a 0

111 =

You can learn more about this inegPhoto Gallengsection. Note: these are only the detdts and you
can changeettingsin the Photo Gallery at will.
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SmartFilter Settings Tab
'Settings @

| General Settings || SmartFiter Settings!| Report Settings | CSV Settings | SmartCarve/GuidedCarve Settings|

SmartFilter - Exclusions

Do fitering on active photos Do fitering on deleted photos
|:| Do fitering on embedded in active photos |:| Do fitering on embedded in deleted photos
D Do filtering on partial photos

Don't fitter for width x height less than 1285 % 128f=

SmartFilter - Explicit Image Detection (EID)

() Mo EID (wil not show explicit images) _) Fast EID (lower accuracy rate, very fast)
@ Best EID (highest accuracy rate, slow) Show El only if face is detected (Best EID only)
ldentify explicit images with children Skin threshold for EID: 22 %

SmartFilter - SmartHashing

Group photos that are similar (resized, edited etc.) Similar/SmartHash threshold: 305
Alert for photos with SmartHash in database

SmartFilter - Other

Do face detection (frontal Do photo-thumbnail mismatch detection
Alert for photos with MOS hash in database Detect duplicate photos using MDS Hash
OK J [ Default J [ Cancel

SmartFilter Exclusions
SmartFiltering is a feature that filterspecific content in the recovergohotos. SmartFiltering can

either be performedduring recovery or afterecoveryis complete The SmartFiltet options in the
Settingdialog represent the options for SmartFilteringfter recovery is complete. For SmartFilter
options during recoverplease look at thé\nalysis Optionsection.

x Do filtering on active photog Default Selected

A Selected SmartHteringn will be performed for active photos.

A Not SelectedSmartHiteringu will not be performed for active photos.
x Do filtering on deletedphotos ¢ Default Selected

A Selected Smart filteringt will be performed fordeletedphotos.

A Not SelectedSmartFiltering will not be performed for deleted photos.
x Do filtering on embedded in active photosDefault Not Selected

A Selected SmartFilteringt will be performedfor embedded in active photos

A Not SelectedSmartFiltering will not be performed for embedded in active photos.
x Do filtering on embedded in deleted photos Default Not Selected

A Selected SmartFilteringt will be performedfor embedded irdeleted photos.

A Not SelectedSmarfilteringu will not be performed foembedded irdeleted photos.
x Do filtering on partial photos; Default Not Selected
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A SelectedSmartRiteringu is attempted oninvalid/corrupted/partial photos
A Not SelectedSmartHteringu will not be performed foinvalid/corrupted/partial
photos.

SmartFiltering canalsobe configured to filter only photos larger than a certain resolution. The default
minimum is128x128 pixels and it can be changed. Setting iDi®will ensure that the resolution will
not be used to determine if the photo should be skipped or not.

SmartFilter z Explicit Image Detection (EID)
x No EIDwill not show explicit imagesy, DefaultNot Selected

A Explicit image detectionvill be disabled
x Fag EID(lower accuracy rate, very fast) Default Not Selected
A The time taken to perform EID is less but its accuralomier.
x  Best EIQhigher accuracy rate, slowg Default Selected
A This mode of explicit image detection is the most accurate. It cormng®aost of time
taken in performing explicit image detection.
x  Slow El only if face is detectd@est EID onlyg Default Selected
A Selected An image will only be considered explicit if a face is detected in the image.
This will dramatically lower false positives, andy decreasspeeda bitbut will also
increase false negatives (some images that are explicit may not be detected).
A Not Selectd: Explicit images without having faces in it also will be detected as explicit.
Higher chance of false positives.
x  |dentify explicit images with childrerg Default Selected
A Selected Will look for explicit photoshowingchildren.
A Not SelectedWill not look for explicit photos showinchildren.
x  Skin threshold for EID; DefaultValue22%
A Photos with skin percentage detected less than the value selected will not be detected
as explicit.

SmartFilter z SmartHashing
SmartHashing is a proprietary technique to group similar photos together in a case. This allows the
user to find duplicate as well as slightly modified or thumbnail versions of photos.

x  Group photos that are similafresized, edited etq ¢ Default Not Selected
A Selectel: Itturns on SmartHashing SmartHashing is a proprietary technique to
group similar photos together in a case. This allows the user to find duplicate as well as
slightly modified or thumbnail versions of photos.
A Not SelectedIt turns off SmartHashing
x  Similar/SmartHash Threshold Defaultvalue30
A This threshold determines how likely two similar files will be grouped together. The
higher the threshold the more likely that two similar photos will be grouped together.
x  Alert for Photos with SmartHash iDatabasec DefaultNot Selected
A SelectedWill compare the SmartHaghof photos in a case with photos that have
SmartHash values in the alert database. If the photos are determined to be similar a
SmartHash Alert will be set on the photo.
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A Not SelectedWill not perform SmartHashAlerts.

SmartFilter z Other
x Do face detectia (frontal) ¢ Default Selected
A Selected Will perform face detection as part of SmartFiltenini checked.
A Not SelectedWill not perform face detetion as part of SmartFiltering
x Do photothumbnail mismatch detectiorg Default Selected
A Selected Compares aembedded thumbnaihgainst thephoto it is supposed to
represent Some photos may contain a thumbnail embedded within the photo itself,
these thumbnails are used by tloperating system for quick views. There have been
instances wherein an explicit image is hidden by an incorrect thumbnail. This option
when clicked checks if the thumbnail matches with the primary photo.
A Not SelectedWill not perform the thumbnail mismalicdetedion.
x  Alert for Photos with MD5 hash in DatabagseDefault Selected
A SelectedTags potos whose MD5 hash value matefth the MD5 hash values in a
database
A Not SelectedDoesnot compare the MD5 hash values of the current case with the MD5
hash véues on the database.
x  Detectduplicate photos using MD5 HashDefault Selected
A SelectedDetectsduplicate photosn the caseby comparingMD5 hasles If there are 2
or more photos having the same MD5 hash then duplicates are present.
A Not SelectedDoesnot compare the MD5 hash values of the photos with each other.
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REPORTSETTINGSTAB

' General Settings | SmartFilter Settings || Report Settings | £V Settings | SmartCarve/GuidedCarve Settings

Hot displayed in report Dizplayed in report
SmartHash Hash Alert
Thumbnail Mismatch File Size

Full Fhoto File Type
Resolution

Path

Creation Date
Modification Date
Accessed Date
File Status
Recovery Process
validity

MO 5

SHA1/SHA 256
Cluster Ranges
Sector Ranges
Thumbnail

EXIF Info
Category

x  Reports carbe customiza by selecting and removirfiglds.

x  The list box on the left contains fields not appearing in the report.
x  The listbox on the right lists fields appearing in the report

x  Reports are saved in the "Reports" folder within thee#folder. The main report is "indésm]"
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CSV§ETT|NGsTAB

o . ==

| General Settings | SmartFilter Settings | Report Settings | CSV Settings | SmartCarve/GuidedCarve Settings|

Not displayed in CSV Displayed in C5V
SHA1/SHAZSE Hash Alert
SsmartHash File Size
Thumbnail Mismatch File Type

Cluster Ranges Resolution

Path

Creation Date
Modification Date
Accessed Date
File Status
Recovery Process
validity

MO 5

Sector Ranges
EXIF Info
Category

x  CSV reports can be customized by selecting and removing fields.
x  The list box on the left contains fields not appearing in the report.
x  The list box on the right lists fields appearing in the report.

x  CSV reports are generated in the case folder aiechamed "<case name> Report.csv

x  After the CSV is generated, a prompt will appear that will ask if the CSV is to be viewed or
not. (Generally CSV files are vabein Excel)
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SmartCarve/GuidedCarve Settings Tab

General Settings | SmartFiter Settings | Report Settings | CSV Seftings || SmartCarve/GuidedCarve Seftings

Fragment Recovery Settings

Maximum fragments:

Maximum forward search: Maximum backward search:

Forward match threshold: Backward match threshold:

Sequential match threshold: . Fragment ignore threshold:

Swap/Append Settings

Maximum forward search: Maximum backward search;

Maximum number of matches:

Warning this section is for advancaders only. Changes made here can dramatically affect the time and
quality of fragmented photo recovery in SmartCarvirand GuidedCarving

Fragment Recovery Settings
x  Maximum Fragmentg Defaultvalue 7
A This defines the maximum number of fragments tBatartCarving will attempt to
build before giving up. The lower the number the faster 8reartCarving.
x  Maximum forward searchg Defaultvalue 4,000
A This determines the number of blocks to search AFTER the last known block for the
photo. The lower the numdr the quicker, but the higher the number the more likely
that the file will be recovered.
x  Maximum backward searcl Defaultvalue 4,000
A This determines the number of blocks to search BEFORE the last known block for the
photo. The lower the number thguicker, but the higher the number the more likely
that the file will be recovered.
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x  Forward match threshold; Defaultvalue 0.015
A This determines the score threshold below which if a block is being analyzed after
the last known block gets automaticafiglected. This means that forward searching
will get terminated and the block that had a score below the threshold value gets
selected.
x  Backward match threshold Defaultvalue 0.01
A This determines the score threshold below which if a block is beingzatabefore
the last known block gets automatically selected. This means that backward
searching will get terminated and the block that had a score below the threshold
value gets selected.
x  Sequential match threshold Defaultvalue 0.07
A This determines thecore threshold below which sequential blocks are automatically
merged.
x  Fragment ignore threshold Defaultvalue 0.3
A This determines the score threshold ABOVE which blocks are removed from
consideration.

Swap/Append Settings
x  Maximum forward searchg Default value 50,000
A This determines the number of blocks to search AFTER the selected block for swap. The
lower the number the quicker, but the higher the number the more likely that the
correct block to swap in will be found.
x  Maximum backward searclq Defaut value 50,000
A This determines the number of blocks to search BEFORE the selected bwkgdor
The lower the number the quicker, but the higher the number the more likely that the
correct blocko swap in will be found.
x  Maximum number of matcheg Default value 100
x  Total possible number of blocks returned as options for swap ordered by the best
scores.
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Menu

FILE MENU
'-t Adroit Photo Forensics 2011

1uriew Tools Help

Mew Case Ctrl+M
Open Case... Ctrl+Q
Close Case

Backup Case...

Save Photos...

Save File By Unique ID...

Import Hashes r
Export as FTK KFF...

Export as C5V...

1 smart_hashing_Fat_32_1GB.cic
2 5SD4GB.cio

3 shirit8gb.cio

4 shimritdgb.cic

5 pasha_usb8gb.cic

Exit

New Case Shows the screen where a new case can be created. The current case (if any) will be closed
and a new case screavill show. All entries will be cleared.

Open CaseOpens a file open dialog box from whereu can open a case file (*.gicCase files can be
opened directly or by choosing their parent folder.

Close CaseCloses the current open case.
Backup CaseQreatesa backup copy of the entire case folder including all case related files.
Save Photos Displays a dialog which will prompt as to which group of photos is to be saved.

Save File By Unique HDisplays a dialogllowing photos and container files for photos to be saved
based on their unique ID. This option alkwsers to export out zips and other container files from
evidence.

Digital Assembly 13



Import Hashes -
The import hash feature allows you to import hashes for both the hash adentell as the hash ignore
databases.

MD5 & SmartHash Alerts

Import Hashes k MD5 & SrnartHash Alerts From Current Case...
Export as FTK KFF... MD5 Ignored Photos ! From File...
Export as C5V... From Old APF Database

Import hashes for performingash alerts There arelireeways ofimporting hashes

x  From Current Casestoreghe MD5, SmartHash or Categdor a group of photosDialog will
appear thatwill ask if SmartHash and categories should be saved along with the MD5.

x  FromFile From an external source which is in the Hashkeeper, ILook or CSV format hashes.
Note: Only MD5 hashes can be saved as part of the alerts using this option.

x  From Old APF Dabase Converts the old MD5 hash alert DB to the new format.

MD5 Ignored Photos

Import Hashes r MD5 & SmartHash Alerts ¥
Export as FTK KFF... MD5 Ignored Photos ! Frorm Current Case..,
Export as C5V.. From File...

Fram Windows 05...

Import hashes for performing hash ignored. There are three ways of importing hashes:

x  From Current Casestores theMD5 hashes of a selected group of photos from the current case.
x  From File From an external source which is in the Hashkeeper, ILook or CSV format hashes.
x  FromWindows OSFrom a file of known Windows OS photos from Windows XP, Vista and 7.

Export as FTK IkFThe Export as FTK KFF feature in APF creates a hash list of the group of photos that
were selected. Save this hash list as a Comma Separatad (csv) file which can then be imported
into FTK. Please see "Importing KFF Hashes" in the FTK user guide

Export as CSVAllowscreatinga CSV report of the current case. The various fields selected are columns
and theirvalues for each header alisted.

List of recently opened casesThis contains the list of the last 5 recently opened cases.

Exit- Bts the application.

Digital Assembly 14



View Menu
. _——_ﬁ
i: 106 photos found im TECHMOSECURITY_DE

File |View| Tools Help

._ Photo Gallery Alt+G l' .
o Photo Viewer... Alt+V ==
Cas

Timeline... Al+T

Generate Reports...  Alt+R
Recovery Counts...  Alt+Y

RITY_L
Log Alt+L
Verify Hashes... ‘hy\APF
SmartFilters Alt+F 111
Categories Alt+C
Custom Gallery 2

Photo Gallery- Displaysa photo gallery of thumbnails for thecovered photos. The results screen has
features for grouping photos for by day, month, year, camera and even on the basis.ofherés a
feature of separating the recovered photos into different tabs depending on the recovery mode of the
photo. Also you can filter out the different type of photos recovered.

Photo Viewer- Displays the selected group of photos in the photo viewer.

Timeline - The timeline is the representation of the evidence usage. It represents the evidence usage
along a time graph in the form of balloons. You can select from the group of photos whose timeline you
would like to view.

Recovery CountsShows a summanyf all the recovery statistics such as number of photos found,
photos without filenamgphotos that have been deleted fall in this category), active ph@bstos that
are present in the file systernei file not deleted) etc. Depending on the variouspto types recovered
you will have a list of various photo types and corresponding number of photo of that type.

Generate Reports Creates a more presentable and detailed report of the group of photos generated
for. Case information, examin@formation, evidence information along with detailed analysis reports
is generatedPlease be patient while generating reports for cases having large number of recovered
photos.

Log- Opens up the log created during the analysis of the evidence. Thw®higins case information

right from creation time including case update informati®iile recovery statistics also get written to
the log if the analysis option of "Write recovered file information to log' is checked.
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Verify Hashes If MD5 and SHA1 oH®&256 values are chosen to ta&lculatedn Analysis options, then
respective hash values are calculategfore and after therecovery. Wecan verify the hashes at any
point once the recovery is completed.

SmartFilters- SmartFilter auto detects explicibntent adult and child, faces, photos that have
mismatched thumbnails embedded within them, similar looking photos and more.

Custom Gallery

Custom Gallery ' Bookmarked Alt+1
Hash Alert Alt+2
Thumbnail Cache  Alt+3
Recycled Alt+4
Sector Carved Alt+5
Extension Mismatch Alt+6

Bookmarkedg Shows all the bookmarked photos in the Custom Galléthe case does not have any
bookmarkedmages, it is disabled.

Hash Alert- If the current case hadash AlertedPhotos;this will open them irthe Custom Gallery.
Ignore ¢ Shows all the photos that have been ignored in the Custom Gallery.

ThumbnailCache- If the current case has Photos recovered from the Thumli@ethethis will open
them in a Custom Gallery.

Recycled If the current case has Photos recovered from the Redicighis will open them in a
Custom Gallery.

Sector Carved Showsphotosthat were carved out of unallocated space at the sector or byte lievel
the Custom Gallery

Extension Mismatclg Shows in the Custom Gallery thqseotos that were determined to have a
different photo type from what thi& extension indicates.

Digital Assembly 16



TOOLSMENU
photos found in TECHNOSECURITY_DEMO2 -

ew |Tools| Help
E Mew Examiner...

—_ Edit/Delete Exarminer... —

Infc
Batch Analyze Alt+B
350 Blur Thumbnails Alt+U
bq5 Category Profiles... MO
| Settings...
=T E—— -1

New Examiner In order to add new examiners click here to add examiner details.
Edit Examiner Used to edit and delete examiner names.

Batch Analyze When there is a need to do case analysis on a number of cases, you should use the
batch screen.

Blur Thumbnails- This is a short cut for blurring the thumbnails during recovery or while viewing the
photo gallery. You can also enable this from SettirgSeneral Settings

Category Profiles The category profiles allows the user to categorize the photos into 10 categories.

Settings- These are the application level options which were set when Adroit Photo Forensics ran for
the first time. Options include defaults such as case folder, examiner folder, etc.
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HELPMENU
found in TECHNOSECURITY_DEMO2 - Adroit P

ils

Help Contents

— Manual L
itic
Digital Assembly Website
Register Product... Ctrl+R
Check For Updates...
i
About
th: Cilsers\spoornthyWAPFCases\TECHN

Help contents - Opens tke built-in help guide
Manual - Adroit Photo Forensics PDF manual requires Adobe Reader.

Digital Assembly Website - Opens up the system's default browser and takes you to Digital
Assembly's website (www.digitassembly.com)

Register Product - Registration will allow you to unleash thal power of Adroit Photo Forensics. All
unregistered version restrictions will be removed. Once registered, this option will no longer be visible.
Purchase copies of APF will not show this option.

Check for Updates - This will cause the update checkesen to launch. This screen will allow the user
to determine if a new version of APF is available. You can also set how often if ever APF should do
automatic update checks.

About - Information dialogabout Adroit Photo Forensics.
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New Case

The New Casereen is the screen that will be used most often for creating a case. Cases can also be
created in the Batch Analyze Screen.

it Adroit Photo Forensics 2011 EI@
File View Tools Help

BDE EE@ L N Viewing New Case

Case Information Examiner Information

Examiners MName : |Pasha -

CaselD: 1109
Company/Agency : | Digital Assembly
Case Mame: |nadav
Address
CasePath:  |CUsers\DELLAPFCasesinadav crr: e
Case Creation Date : | Sep 21, 2011 Last Modified Date - |Sep 21, 2011 City: Brookiyn
Comments State/Province MY Zip/Postal Code - 11203
Country USA
Contact
Phone : 999999999 Fax
Email: |
Comments : |Fortraining purposes.

Evidence Evidence Information
Drive: nadav.001 it . .
[=-Image File (EnCase, raw, dd, bin) i Parition 1 {Slack Space) -
i N . Type: Regular DiskImage Mame: -
|& Citestimagesinadavinadav.001 Size: 74.5GB Size: 31 KB Free Space: 31 KB =
L : File System: Unknown FS Validity: Fail

Model: Mot Available
E-Folder Access Cluster Size: 512 bytes Offset: 0 bytes

Serial ID: Mot Available
Partition 2 (Regular)

m

i Click here to choose a folder MD5: Not Available Name: SYSTEM
: SHAZ256. Mot Available Size: 79.3 GB Free Space: 253 GB
[=-Physical Drives Partitions: 5 (Regular: 2, SlackiOther: 3) File System: NTFS FS Validity: Success
I Status: Ready for analysis Cluster Size: 4096 bytes Offset: 0 bytes i

m (PhysicalDrive0) 465.8 GB R —

Analysis Options Analysis Profile: | Best Recovery - Basic Validation - Analyze!

Case Information
x For a new cas&;ase IlandCase Namarerequired;however, if autegeneration of case is on,

they will be created based on the evidence selected.
x  Auto-Generation of Case ID and Case Name based on the selected evidence is turned on by
default in theSettingsscreen.

Examiner Informat ion
x . & RSTlLdzZA G GKS tlLaid OK2&aSy SEFYAYSNI Ad RAALX
x No examiner details will be present when APF is run for the first time. Click ofi"thatton to
FRR I yS¢ SEIFYAYSNDRA ARfePReNIEtarinidr ® sddnew exaniner®. | y | f
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Evidence Selection
x  There are four different types of evidences that can be selected: disk images, physical drives,

logical drives and folders.

x  Disk ImagesQick ondClick here to choose a disk imagand then browse to and selec
the disk image that you want analyzeAPF currently supports both Encase and
DD/Raw disk imageBRisk Images are the preferred method of analyzing evidence.

x Folder Recoveryd A O1 2 Yy Clickh$re t éhBoSe adoldéand then browse to
and select the Folder you wish to recover frofPF allows you to select a folder and
optionally all sukfolders underneath the folder. Cluster Information and deleted file
recovery will not be available in this mode.

x  PhysicaDrives node givesthe list ofall detected physical drives. Typically, analysis on
drives should be done on the physical drive.

x Logical Drivesmode gives the list of all detected logical drives.

Analysis Profiles
x  Select theAnalysis Profildfrom the drop down listhat you want to use on the evidence.

Analysis Profiles are set of recovery and analysis settings that are run on a case.
x  Click orAnalysis Optiondo modify, add or delete analysis profilé8ead more about this in the
Analysis Optionsection.

Analyze!
x If no problens are detectedthe Analyzebutton will become enabledClick ont to start

evidence analysis.
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New Examiner Screen

r

Mew Examiner Information

Examiner Information
Examiners Mame :

CompanyiAgency
Address

Street Name -
City :
State/Province

Country :

Contact
Phone :

Email : |john.smith@xyz.com

John Smith

XYL

160 Varrick St
MNew York
MY ZipiPostal Code ;11111

USA

Fax:

Comments :

Save Cancel

This screen is fairly sedkplanatory. You can use this screen to add as many examiners as you want

They will then be available in the examiner dedpwn list in both theNew Cas@andBatch Analyze

screens.

All examiners added can be

X X X X

Digital Assembly

Fill in examiner details as required and ctilaves
Only theExaminerQ Mamefield is mandatory.

chosen in the comboibdite case screen.

APF will remember the examiner details bétlast case created.
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Analysis Options

The Analysis Options screen allows you to change several carving, hashing, logging and speed settings
for the analysis of a new casdhis screen can be accessed from Mwwv Caser Batch Analyzscreen
by clicking on thénalysis Optionsutton.

Analysis options are saved as part of profiles. APF comes with a few basic profiles built in, each of which
can be edited and deleted. In aitidn a user can create as many different profiles as necessary.
Modification and deletion of analysis profiles can only be done in this screen.

The Analysis Options screen has tsiks:

Active & Deleted Recovery Tab

Active Recovery
x  Use file systento set offset, clusters and active files
A Selected When this option is on, if a file system like NTFS or FAT is detected, it will use the

FAES aeaidisSyQa LI NI Y, &ditédakhe fedovdey.n adbditoQ gtivet AT S 2 F
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