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Abstract—The problem of restoring deleted files from a disciplines, such as forensics [16], archaeology [2], [3], biol-
scattered set of fragments arises often in digital forensics. File ogy [4] and art restoration [5], [7]. In addition, the specific
fragmentation is a regular occurrence in hard disks, memory problem of jigsaw puzzle reassembly has also been studied
cards and other storage media. As a result, a forensic analyst . . . .
examining a disk may encounter many fragments of deleted exten5|vely'[8], [9], [10]. The dlglt.al forensic equwal.ent of the
digital files, but is unable to determine the proper sequence of reconstruction of fragmented objects problem, which we call
fragments to rebuild the files. In this paper, we investigate the reassembling fragmented documenit®wever, has received
specific case where digital images are heavily fragmented and |jttle attention.

there is. no file table information by which a forensic analy§t can In this paper we focus on the specific case of the problem,
ascertain the correct fragment order to reconstruct each image. . .
The image reassembly problem is formulated as & - vertex namely the reconstruction of images from a set O_f randomly
disjoint graph problem and reassembly is then done by finding Ordered file fragments. We assume that the only information
an optimal ordering of fragments. We provide techniques for present is the actual contents of the fragments and that any
comparing fragments and describe several algorithms for image fijle table records indicating a fragment’s link to an image file

reconstruction based on Greedy heuristics. Finally, we provide 54 the order of fragments required to reconstruct the images
experimental results showing that images can be reconstructed

with high accuracy even when there are thousands of fragments is ungvailable. In previous work, the reassembly'of text files
and multiple images involved. and binary executables from fragments was studied [16].

Index Terms—File fragmentation, forensics, reassembly, . While we are focusmg on the reassembly of fragmented
greedy algorithms images, rarely will analysts have fragments of only images
available. The fragments themselves may be encrypted or
compressed. Therefore, before the actual image reconstruction
|. INTRODUCTION can occur some preprocessing may be needed to identify file
S technology evolves the number of people using cor¥Pes [14]. While certain compressed file types like JPEG may
puters, digital devices and the internet to commit crimin&e hard to identify, identifying fragments that are clearly not
activities has increased [1]. Crimes include identity theftnage fragments (e.g. Text fragments) can also be beneficial .
illegal hacking of computers, and the distribution of child his is because we can then remove the identified non image
pornography. The increase in computer-related crime h@gments from the set of fragments to analyze. _
caused law-enforcement agencies to seize digital evidence il he remainder of this paper is structured as follows: in the
the form of network logs, text documents, videos and imagéext section we briefly explain how fragmentation can occur.
However, this digital evidence which is stored in the form ofhen in section 3 we formulate the problem as a combinatorial
digital files can easily become fragmented and often requiregtimization problem and present general techniques for image
reassembly to be useful. reassembly. Section 4 presents experimental results and we
File fragmentation normally is an unintended consequeng@nclude in section 5 with a discussion on future work.
of deletion, modification and creation of files in a storage
device. Therefore, a forensic analyst investigating storage Il. SCENARIOS CAUSING FRAGMENTATION
devices may come across many scattered fragments without o )
any easy means of being able to reconstruct the original filesFile fragmentation is an unavoidable problem that affects
In addition, the analyst may not easily be able to determineany computers using a variety of file systems. File systems
a fragment belongs to a specific file or if the contents of tré/Ch @ Windows FAT, the UNIX Fast File System and highly
fragment are part of the contents from a particular file tyRetive file systems, like that of a busy database server, will
(image, video, etc.). often fragment files into discontinuous blocks. Typically a hard
The reconstruction of objects from a collection of randomI}iSk is broken into clusters of equal size, for example hard-
mixed fragments is a problem that arises in several appliéfives formatted with FAT32 clusters can be 4K each. When a
file larger than the cluster size is saved to disk, it will occupy
This work was partially supported by AFOSR Grant F49620-01-1-0243.more than one cluster. Fragmentation can occur when the file
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it contiguously, the file will be fragmented. Finally, deletingsticks and other storage media for digital cameras typically
files may partition the free space which could result in furthetore files using the FAT32 system which is subject to heavy
fragmentation. fragmentation. There are many commercial software packages,
Fig. 1 is a very simple example of a disk with 10 clustersike PhotoRescue and MediaRECOVER Image Recovery that
Fig. 1 (a) displays 4 image files A, B, C, and D whichattempt to recover deleted images from hard disks, memory
are stored in consecutive clusters. This means there is siicks, compact flashes and other devices. However, in the
fragmentation. In Fig. 1 (b) the image B was deleted and tipeesence of fragmentation these programs create only partial
clusters that B originally occupied are marked as empty. Neatt incorrect image reconstructions. As far as we are aware
a user wants to save an image E that requires 3 clustershere has been no published literature on the reassembly of
store. The OS then saves the file in clusters 4, 5 and 10,femgmented images. The next section introduces the reassem-
shown in Fig. 1 (c), thus leading to fragmentation. The OBy problem formally, and describes our approaches to solve
maintains a data structure called a file table where it recontie problem.
the sequence of clusters that is needed to retrieve all stored

files. [1l. THE REASSEMBLY PROBLEM
12 3 4 5 6 7 8 9 10 In this section we formulate the image reassembly problem
(aATalaTelefclclD]D]-] in a more rigorous manner and describe several approaches
(a) Unfragmented disk with 10 clusters (Cluster 10 has no data) for a SO|UtIOI’] to the prOblem
lala]al-T-Jcle]p[p]-]
(b) Free space fragmentation after File B iz deleted A Statement Of the PrOblem
ATA[AJE[E[clc|p[DP[E] The problem of reassembly of image fragments differs

slightly from the reassembly of fragments like shards of
pottery or jigsaw puzzles. First the sizes of all the fragments
in our problem will be the same, this is because the fragments
Fig. 1. A simplified example of file fragmentation correspond to disk clusters that are normally fixed in size on
storage devices. File fragments also do not have a set shape
When deleting files an OS will typically not delete theéds they are simply consecutive bytes of a file stored in a
contents of the file, but will instead mark the clusters of théisk. Therefore, we are not able to use shape matching [11],
storage as free/available and will delete the file table entry 3] to reconstruct fragmented images. In fact, the shape of
the file only. Therefore, though file table information for athe fragment is dependent on the position that it is in the
image may no longer be available, the actual image contefftiage. For example, Fig. 2, shows three potential reassembly
may still be present. So if the user then deletes image E andsg@guences of an image consisting of 5 fragments. The figure
analyst analyzes the hard-disk, he may be able to retrieve gh@ws the size of each fragment to be the same (8 pixels) and
information in clusters 4, 5, and 10 with no way to determinée shape of the fragment is shown clearly to be dependent on
the proper sequence to reassemble the original image. where the fragment is being used for reconstruction. Finally,
In Windows FAT32 the file table is known as the Filghe fragments in the reassembly of physical objects and jigsaw
Allocation Table (FAT). Every cluster in the disk has an entrpuzzles may potentially link to multiple fragments, while our
in the FAT. Every entry for a cluster in the FAT contains &agments will typically be connected to at most two other
value indicating if it is a free cluster, a reserved cluster, a bé@gments (one above and one below). This is because we
cluster, the last cluster of a file or the next cluster for the fil@ssume that each fragment will contain at least a width amount
If a cluster belongs to to a file spanning multiple clusters, thei pixels.
it will point to the next cluster containing the file data (unless
it is the last cluster, in which case it will indicate the fact). 1 ] [ ]
In the real world file creation, deletion, and modification
occurs frequently resulting in fragmentation. Most hard drives 2 4 5
now can store gigabytes of files and a 10GB hard drive having | | |
4K clusters would have more than 2.6 million clusters. A i — —
typical high resolution image, depending on the format used, | | \
can utilize anywhere from a few Kilobytes to a few hundred (4] [3] 4]
Megabytes of storage. Therefore, most images will be saved [ [ [
in multiple clusters on a storage device. As a result, a forensic

(c) Fragmentation of File E

analyst investigating a storage disk (i.e. a hard disk), may [ 3 o 2 o 3
find hundreds to thousands of disk clusters that correspond
to fragments of previously deleted images. Without adequate (a) ih) (c)

file table information (caused by deletions, formatting or

corruption) it is difficult to put the fragments back together irig. 2. (a), (b) and (c) show three different possibilities for the reconstruction
their original order. Similarly, a lot of memory cards, mediaf an image with 5 fragments.



We begin with evaluating the case of a single imfor theith image, then the correct solutionB( P ..., P)
age split into multiple fragments. Suppose we have aek vertex disjoint paths in this graph. The problem of finding
set {Ap,4;...,A,} of fragments of an imageA. We the optimal paths is equivalent to finding vertex disjoint
would like to compute a permutatiom such thatA = paths in a complete graph (see Fig. 3) such that the sum of
Az o)llAzyll - .. [|Az@), where|| denotes the concatenatiorall the paths is maximized (or minimized) and the optimum
operator. In other words, we would like to determine the ordeplution to the problem turns out to be NP-Complete [18].
in which fragmentsA4; need to be concatenated to yield the
original imageA. We assume fragments are recovered without
loss of data and no fragments are missing or corrupted. That
is, we assume concatenation of fragments in the proper order
yields the original image intact.

Note that in order to determine the correct fragment re-
ordering, we need to identify fragment pairs that are adjacent
in the original image. To quantify the likelihood of adjacency
one may assigrcandidate weightsC'; ;, representing the
likelihood that fragmentA; follows A;. There are various
techniques that can be used to calculate these weights. For ex-
ample, when dealing with image fragments these weights can
be computed based on gradient analysis across the boundaries
of each pair of fragments. Once these weights are assigned, the
permutation of the fragments that leads to correct reassembly,
among all possible permutations, is likely to maximize (dfig. 3. A graph of seven fragments & two vertex disjoint path§ CA &
minimize) the sum of candidate weights of adjacent fragmenfé?BED)

This observation gives us a technique to identify the correct

reassembly with high probability. That is, we want to computgal: Ejr:r?:ilfi/e ttr:]: Etrgrtt)ilr?m ;rsamrr?gﬁtsS“fgrgm/ ggzlr?rirzzcaeus'ih\?;e
the permutationr such that the value g rag ge.

information is determined by analyzing each fragment and

n—1 trying to determine if the fragment is an image header. Most
T= Z Clr (i) m(i+1)) (1) image types have specific header formats to identify the type
i=0 as well as image specific information. For example, every

is maximized (if a greater weight implies a better match) dfindows BMP image begins with a 54-byte image header.
minimized (if a lower weight implies a better match) over atfll BMPS are required to start with the characters 'BM'.
possible permutations of degreen. By identifying all the fragments that are image headers, we
The problem of finding a permutation that maximizes (df2" determine the type of image, the number of images
minimizes) the sum in equation (1) can also be abstracted a9 d€construct and the starting fragment for each image. In
graph problem if we take the set of all candidate weighits ( addition, with information obtained from the header, we can
to form an adjacency matrix of a complete graphofertices, _determlne the resoluﬂo_n of an image and the_3|ze of _the
where vertexi represents fragmeritand the edge weight;; image. _From the r_eso_lutlon we are able to determm_e the width
represent the likelihood of fragmeritfollowing fragmenti. Of the image which is equal to the number of pixels used
The proper sequenceis a path in this graph that traverses alfo" fragment candidate weight calculations. Fig. 4 shows a
the nodes and maximizes (or minimizes) the sum of candid/g"Plified example of matching two fragments for an image
weights along that path. The problem of finding this path f \_N|dth_ equal to 5 pixels. From each image’s size we are able
equivalent to finding a maximum weight Hamiltonian path ifo identify the total number of fragments required to build the

a complete graph and the optimum solution to the proble@figinal image. , _
turns out to be intractable[12]. So we have now defined the image reassembly problem as

While the single image fragmentation case is importa k-vertex disjoint path problem. We can identify the i”_‘age
to consider, it is not that realistic. More often than no eader fragments i |den.t|fy the
multiple images each with multiple fragments will have to bgumber of images and the number of fragments required to

reassembled. The complexity of the problem increases becal nstruct ea’ch Image. Also th? header provides information
unlike the single image case, we cannot tell with certain each image’s resolution and this enables us to compare frag-
if a fragment was part of a particular image. In additio ents and evaluate candidate weights. The candidate weights

the resolutions and, as a result, the number of fragmentscﬁf' now be used to determine the optimal paths for reassembly
reconstruct each image may vary and we present techniques to evaluate these weights in the next

When analyzingk images fragmented inta total frag- section.
ments, we can represent the fragments as a complete graph ) .
of n vertices, where each edge has a cost/weight equival€ntASsigning Adjacency Weights
to the candidate weights between the equivalent fragmentsin this section we present three different techniques to
AssumingP; is the path or sequence of fragments reassembledhluate the candidate weights between any two fragments.



Descriptions of the fragment comparison methods for Pixelidth (w) is 5 and PM would compare to see if each numbered
Matching (PM), Sum of Differences (SoD) and Median Edggixel in fragmenti matched in value with the same numbered
Detector (MED) are presented. pixel in fragment;. If the pixels matched the value of the PM
When comparing any two fragmenisnd j, the candidate weight would be incremented by one. For PM, the higher the
weight for C; ;) involves comparing the last (image width) weight the better the assumed match.
pixels of fragment with the startingw pixels of fragment;. 2. Sum Of Differences (SoDYhe sum of differences is
Since each fragment typically contains more tharpixels, calculated across the RGB pixel values of the edge of every
the weights forC; ;) will normally be different than those fragment with every other fragment. In Fig. 4 SoD would sum
for C;:), since different pixels will be compared for the twathe absolute value of the difference between each numbered
comparisons. Intuitively, this makes sense since if fragmepikel in fragment; with the same numbered pixel in fragment
j follows fragmenti in an image then the value assigned t9. For SoD, the lower the weight the better the assumed match.
C(i,j) should be different (and better) than the value assigned3. Median Edge Detection (MEDEach pixel is predicted
to Cj.iy- from the value of the pixel above, to the left and left diagonal
Assigning weights becomes slightly more complicated wheg it [13]. Using MED we would sum the absolute value of
images with different widths are fragmented, as multiplge difference between the predicted value in fragmjeand
weights will have to be calculated between any two fragmentge actual value. When MED was used, the lower the weight
This is because the number of pixels used in the calculatiffe petter the assumed match.
will be different for each width and as a result the weights gyperimentally, we found the SoD and MED techniques to
computed may differ. As we are initially unable to determinge far more useful than the PM technique. Now that we can
which image a fragment belongs to, we need to COMPYgicyjate candidate weights between each pair of fragments

weights between fragmentsand j for every unique width \ye need algorithms to reconstruct the images based on these
encountered in thé image header fragments. weights.

The basic approach for assigning candidate weights for a
pair of fragments essentially involves examining pixel gradi-
ents that straddle the boundary formed when the fragmegts
are joined together. One relatively simple technique that can
be used is to compute the absolute sum of prediction errordVe are now ready to present algorithms to reconstruct the
for the pixels along the boundary formed between the twiages based on the candidate weights between fragments.
fragments Fig. 4). That is, prediction errors are computed fohis section describes 8 different algorithms used in the
pixels in the last row of the first fragment and the pixels in theeassembly of images. The algorithms are classified by their
first row of the second fragment. It is also known that an imag®ility to create vertex disjoint paths or not, whether or not
consists mostly of smooth regions and the edges present hai®ages are reconstructed serially or in parallel, and according
structure that can often be captured by simple linear predictit@the heuristic used (Greedy or Enhanced Greedy).
techniques. Hence another way to assess the likelihood thalEdge and vertex disjoint path problems occur commonly
two image fragments are indeed adjacent in the original imageVLSI, scheduling and networking [24], [23]. The use of
is to compute prediction errors based on some simple lingareedy approximation algorithms to solve edge and vertex
predictive technigues. Examples of such technigues are thoégoint problems has been studied extensively [21], [20], [22].
used in lossless JPEG, or even better, the MED predictor uddalwever, in this paper some of the algorithms presented do
in JPEG-LS [13]. We compared the results of 3 techniques not necessarily lead to disjoint paths. The algorithms presented
determine the prediction errors between two fragments:  that create vertex disjoint paths are called unique path (UP)

. algorithms (i.e. each fragment is assigned to one and only one
Fragment I image). The problem with UP algorithms is that a fragment
assigned incorrectly to image A, but belonging to image B will
1123 always result in A and B reconstructing incorrectly. Therefore,
we also present non-unique path (NUP) algorithms (a fragment
may be used more than once for image reconstruction). While
NUP algorithms may solve the problem of error propagation in
11213 UP algorithms, a fragment may be reused in the reconstruction
of one or more images. If a fragment is reused in more than
4158 one image then clearly there was an error in the reconstruction
v of one of the images. The algorithms can also be classified as
Fragment j sequential or simultaneous algorithms. The sequential algo-
Fig. 4. Pixel values being compared when calculating candidate Weigiq{ghms reconstruc;t asingle |mage In Its entirety be.fore moving
between two fragments on to the next image. The simultaneous algorithms try to
reconstruct alk images in parallel.

1. Pixel Matching (PM) This is the simplest technique All the algorithms presented use one of two heuristics. The
whereby the total number of pixels matching along the edggeeedy heuristic and our variation of the greedy heuristic called
of size w for the two fragments are summed. In Fig. 4 th&nhanced Greedy.

Reconstruction Algorithms




(a) Prober reassembly of images with Greedy UP when processing dog first

Fig. 5.
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(c) Improperly Reassembled image of Plane with Greedy NUP

Example of reassembly using UP and NUP which can be rectified

with the enhanced greedy based algorithms. Images from the mixed dataset.

1) Greedy Heuristic Starting with the header fragment,
the greedy heuristic reconstructs an image by choosing the
best available fragment, selecting it for reassembly, and then
choosing this fragment’s best available match. This process is
repeated until the image is reconstructed. The header fragment
is stored as the first fragment in the reconstruction path
of the image and then it is set as the current fragment

After

selecting a fragment, the fragment's best successor

match ¢ is chosen. The best match is based on the bes )
candidate weight as determined by one of the three weight
calculation techniques provided earlieiis then added to the
reconstruction patt® and becomes the new current fragment

s. This process is repeated until the image is reconstructed.

The candidate weights used by the various greedy al-
gorithms to determine best matches are sorted. For every
fragment we sort its weights with the other— 1 fragment
which takesO(nlogn) steps.

Prior to running any of the algorithms based on the greedy
heuristic, we calculate the candidate weights between all
fragments. Fon fragments this take®(n?) steps. For every
fragment; we then sort the other—1 fragment numbers based
on candidate weights which takéXnlogn) steps. However,
we have to sort for every fragment so the complexity will be
O(n’%logn) for the sorting step. We now present 4 algorithms
based on the Greedy heuristic.

1)

Greedy SUP: Greedy Sequential Unique Path is a se-
guential algorithm using the greedy heuristic. When the
algorithm assigns a fragment to an image reconstruction,
the fragment will be unavailable for selection in the
reconstruction of any other images. Though this creates
vertex disjoint paths, the problem is that the paths
depend on the order of images being processed. More
specifically the algorithm proceeds as follows.

We randomly choose any order for processing the im-

ages, however, changing the order may result in different
reassembly results. L&?; be the reconstruction path of
image: and the header fragment forbe identified as

h;. To start we choose the headgras the first fragment

in the reconstruction path (i.e. assidgh = h;). We set

the current fragment equal to the headers= h;, and
then find s’s best available greedy matah The best
available match iss’s best matcht that has not been
used in any another image reassembly. We ¢piat the
reconstruction pathK; = P;||t) and then set it as the
current fragment for processing € t). We then find its
best match and repeat until the image is reconstructed.
We then proceed to the next image and repeat the process
until all £ images have been reassembled.

Looking at Fig. 5, with Greedy SUP, both the image
of the dog and plane will reconstruct perfectly if the
dog is reconstructed first and then the plane 5(a). If the
plane is reconstructed first it will reconstruct incorrectly
thus causing the dog to reconstruct incorrectly 5(b). This
is because some of the fragments of the dog will be
assigned to the plane, and then the dog will reconstruct
incorrectly because those fragments of the dog assigned
to the plane will not be available. Therefore, since
image reconstruction may be dependent on the order
of images being processed for reassembly, we do not
present results for this algorithm.

As fragments are already sorted by matches the time
taken to find the best match is constant. Therefore, to
reassemblen fragments will takeO(n) time. Taking

into account the preprocessing steps of calculating the
weights and sorting, the complexity of the algorithm is
O(n) + O(n?) + O(n2logn) = O(n%logn).

Greedy NUP: Greedy Non Unique Path is also a
sequential algorithm using the greedy heuristic. Since
this is a NUP algorithm any fragment, other than a
header fragment, that was chosen in the reconstruction of
an image will be available for selection in the reassembly
of another image. This prevents errors from propagating
but as mentioned earlier, does not necessarily lead to
disjoint paths.

Unlike Greedy SUP, here different orders for process-
ing the images will never lead to different reassembly
results. Therefore, we can randomly choose any image
header to start with. We then choose this heddeas

the first fragment in the reconstruction path (i.e. assign
P, = h;). We set the current fragment equal to the
header,s = h;, and then finds's best greedy match.
Even if the best match was used in another reassembly
we still select it and put it in the reconstruction path
(P; = P;||t) and then set it as the current fragment for
processing { = t). We then find its best match and
repeat until the image is reconstructed. We then proceed
to the next image and repeat the process untilkall
images have been reassembled.

Looking at Fig. 5(c) we can see that because Greedy
NUP can choose fragments that were chosen in an earlier
image, mistakes like that of the dog not reconstructing
even though the plane was reconstructed incorrectly (by



3)

4)

using some of the fragments from the dog) do not occur.
It can be seen clearly that some of the fragments from
the dog are used in both reconstructions. Greedy NUPs
complexity is the same as Greedy SURn?logn).
Greedy PUP: Greedy Parallel Unique Path creates UP
reconstructions without having the reconstructions de-
pending on the order of the images being reconstructed.
It is a variation of Dijkstra’s single source shortest path
algorithm [19], which we use to reassemble images
simultaneously. Starting with the image headers we
choose the best match for each header, pick the header-
fragment pair with the best of all the best matches and
assign that fragment to the header. We then repeat the
process until all images are reconstructed.
More formally, we store thet image headers as the
starting fragments in the reconstruction patRs for
each of thek images. We maintain a sét = (s1, so,
., si) of current fragments for processing whesg
is the current fragment for thé&h image. Initially all
the k starting header fragments are stored as the current
fragments for each image (i.e, = h;). We then find the
best greedy match for each of tlkestarting fragments
and store them in the s&t = (¢4, ta, ..., tx) Wheret,
represents the best match fgr From the sefl” of best
matches the fragment with the overall best weight is
chosen. Let us assume that this fragment waShen
we add the fragment to the reconstruction path of the
ith image @; = P;||t;), replace the current fragment for
the ith image §; = t;) and evaluate the new s#&t of
best matches fof. We then again find the best weight
among the fragments if’, and repeat the process until
all images have been reconstructed.
Fig. 6 shows an example of the algorithm where there
are three images being reconstructed. Fig. 6(a) shows the
headersH,, H, and H3 of the three images and their
best matches. The best of all the matches is presented
with a dotted line and is théi,-6 pair of fragments.
Fig. 6(b) now shows the new set of best matches after
fragment 6 has been added to the reconstruction path of
H,. Now fragment 4 is chosen once each for fragments
H, and 6. However, the paif{;-4 is the best and
therefore 4 is added to the reconstruction pati/pfand
the next best match for fragment 6 is determined 6(c).
This process continues until all images are reconstructed.
The problem with Greedy PUP is that the best fragments
being matched with the current sgtof fragments may
be better matches for fragments that have not been2)

Fig. 6.

(b)

Parallel Unique Path (PUP) algorithm example

disadvantage is that we know there will be an error if a
fragment is used more than once in the reconstruction of
images. Greedy Shortest Path First is an attempt to get
the benefits of the NUP algorithms, while being an UP
algorithm. Greedy SPF is a UP algorithm that is a vari-
ation of the Shortest-Path-First Greedy algorithm [20].
Here the assumption made is that the best reconstructed
image is the one with the lowest average path cost. In
our algorithm, we run the Greedy NUP across all the
images computing the total cost for each image. The
total cost is the simply the sum of the weights between
the fragments of the reconstructed image. Note: we use
the NUP and not SUP so a fragment may be assigned
to one or more images to prevent error propagation for
an incorrectly assigned fragment. Since images may use
different number of fragments, we divide the total cost of
an image by the number of fragments in the image to get
the average cost of each path. We then select the image
with the reconstruction path having the lowest average
cost, mark it as reassembled and remove its fragments
from the set of available fragments. We then redo the
Greedy NUP on the remaining images and again remove
the fragments of the path with the lowest average cost
and repeat until all images have been reconstructed. It
takesn calculations for the first iteratiom, — n; for the
second and so on. To be more precise Greedy SPF UP
takeszle(n —n;) operations which in the worst case

is O(n?). The complexity however is still dominated
by the preprocessing steps of sorting and is equal to
O(n2logn).

Enhanced Greedy Heuristic The greatest problem that

processed as yet, thus leading to error propagation agdhe Greedy heuristic has is that it chooses the best available
For example fragment 4 may have been a better matetatching fragment for the current fragment without at-
for a fragment that was not processed as yet, and havirgnpting to take into account the possibility that fragment

it chosen would lead to errors in the reconstruction ghay be an even better match for another fragment that has
at leastH;. Again finding the best match takes constamot been processed as yet. The Enhanced Greedy heuristic
time and, therefore, the complexity of the algorithm isttempts to address this problem. Intuitively, it attempts to
dependent on the preprocessing steps and is equaldedermine if the best match for a fragment may be an even
O(nZ%logn). better match for another fragment. If this is the case then the
Greedy SPF UP:The advantage of the NUP algorithmaext best match is chosen, and the process is repeated until
is that error propagation does not occur from assigninggafragment is found that is not a better match for any other
fragment to an image it did not belong to. However, thrfagment.



Just like the greedy heuristic, the Enhanced Greedy ififagments some images may not be reconstructed correctly,
tially chooses the best available fragmenfor the current however, again a large number of fragments that are correctly
fragment s being processedt’s best predecessor fragmenbrdered will be present and a forensic analyst will be able
b is then checked. Heré is the fragment that has the besto identify these fragments and use that information to redo
candidate weight when being compared:tdowever,t may the reconstructions. When spurious fragments are present, they
not necessarily be the best match torlf b = s, the current will likely match very poorly during our fragment candidate
fragment matches better than all other fragments witthen weight calculations. So spurious fragments will typically not
the fragment is selected in the reconstruction.lt£ s then affect the results of our algorithms. Finally, if a file consists
b's best match is checked. If this is equaltt¢t was a better of multiple fragments which are stored in multiple clusters,
match forb andb’s best match was), then the next best child then typically the first fragment of the file will be stored in
match fors is determined and evaluated as before. a cluster number lower than the next fragment, the second

All the algorithms presented using the enhanced greeftagment will be stored in a cluster higher than the first but
heuristic are similar to those presented earlier with the elower than the third and so on. We can utilize this fact also
ception of using the enhanced greedy heuristic in place of ttteenhance the recovery process by ignoring fragments stored
greedy heuristic for determining best fragment matches. As clusters numbers lower than the last cluster used in the
with the greedy heuristic, candidate weights are precomputetonstruction of a file. However, our experiments were done
and sorted. However, in the enhanced greedy heuristic we adssuming that a fragment could be stored anywhere on the
sort the best predecessor fragment matches for each fragmeisk (our fragmentation was completely random) and we still
This additional step take®(n%logn) as well and for all the got excellent results.
algorithms the sorting still dominates the complexity. Using In our experiments we found the best values for edge
the enhanced greedy heuristic we get four more algorithmgeights to be derived from the SoD prediction scheme. So for
5) Enhanced Greedy NUR 6) Enhanced Greedy SUP 7) the datasets presented only the SoD technique was used for all
Enhanced Greedy PUPand 8)Enhanced Greedy SPF UP algorithms. Once an algorithm was chosen and a set of images

Now we have all the pieces required to describe oueassembled, the fragments for the properly reconstructed
approach to reassembling images given a collection of théitages were ignored in an attempt to correctly reconstruct
fragments. We first examine all fragments and identify thoske other images. No more than 3 iterations were needed to
that correspond to image headers having known formats. Fregeonstruct the majority of images in almost all cases. Table
these, the number of fragmented images and the width1l shows the general image statistics for the 7 datasets, and
of each fragmented image is determined. We then compUigble 2 shows the number of images reconstructed using each
weights that represent the likelihood of adjacency for a givexlgorithm. Table 3 shows the best algorithms for reassembling
pair of fragments by computing the sum of absolute predicti@ach dataset on the first iteration. Finally Table 4 shows the
errors across the ending pixels of the first fragment to percentage of images reconstructed by each algorithm. Results
the startingw pixels of the second fragment. Repeating thtor the UP algorithms were not shown because they rely on
process for all fragments results in a complete weighted afie order of reconstruction.
directed graph. We then use the various algorithms presentedhe first data set was a single image 768x512 of caps
as a solution for computing maximum (or minimum) weighbanging on a wall. The algorithms based on the regular greedy
disjoint paths to attempt to reassemble the images correctiguristic fail to correctly reconstruct the image as the border
The actual reordering is likely to be contained in this set ¢esults in incorrect reassembly. The algorithms using enhanced
at worst can be easily derived from this set by a forens@izeedy as the underlying basis are able to catch this issue and
analyst. We are now ready to present the experimental resutsonstruct the image in its entirety. Note the Greedy NUP,
from running the algorithms described. PUP and Greedy SPF all behave similarly as only one image

was broken into fragments (Fig. 7).
The second data set used was a collection of 4 512x512
images from the USC-SIPI Image Database. The images used

This section presents experimental results and discussivere Girl (Lena), Baboon, Airplane (F-16) and Sailboat on
of the results. We used 24-bit color Windows bitmaps as theke. The two PUP algorithms resulted in perfect reconstruc-
images in our experiments. Seven datasets were chosentitam of all 4 images. All other algorithms resulted in near
experiments. All pictures used were saved or converted ingerfect results with the only discrepancy occurring with the
24-bit color bitmaps. The pictures within a dataset were théast fragments in Baboon and Sailboat being swapped, this
randomly fragmented together into 4K (4096 Byte) sizes. 4ias not even visually obvious.
sizes were used because it is a commonly used size of FAT3Zhe third data set used was a collection of 24 facial images
clusters. Simple header checking code was able to determgfiethe Indian and Australian cricket teams. The Enhanced
the headers for each image in a dataset. greedy SPF and Greedy SPF algorithm resulted in 22 of the

In our experiments we also assumed that no fragments &being reconstructed perfectly. All other algorithms resulted
missing and that spurious fragments (fragments that are mot21 perfect reconstructions. Again the 2 or 3 images not
part of any image, like text fragments) are not present. Howeconstructed perfectly look visually to be perfect, the last
ever, in a realistic file reconstruction scenario, both missirfigpgments containing hair standing up were swapped.
and spurious fragments will be evident. In the case of missingThe fourth data set that was used consisted of 10 images

IV. IMPLEMENTATION AND EXPERIMENTS
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sarily result in reconstruction of the original images. However,
(b) Same image with fragments in correct order. if candidate weights have been properly assigned, then the

optimal solution should have a large number of fragments in or

Fig. 7. Example of proper and improper reassemblies of the Caps imag@lmost in the right place. Hence, it would be perhaps better for
an automated image reassembly tool to present to the forensic

TABLE | analyst a small number of most likely reorderings, based on
GENERAL DATASET IMAGE INFORMATION which the correct reordering can be manually arrived at.
' Finally, while we used 24-bit Windows BMPs for the

Dataset Images| Resolution Fragments . ¢ ther i f t idh b d
Caps On The Walll T Z68x510 589 experiments, many o ,er image formats could have been used.
USC-SIPI Images | 4 519x512 775 In the cgse_of JPEQS additional steps of decompression,
Cricketers (Faces)| 24 100x150 264 denormalization and inverse DCT of each block would be
FBI Most Wanted | 10 152x203, varied | 265 required. Our algorithms should work with almost any image
Aircraft 5 152x203, 512x512 282 format that creates a boundary with the next fragment in the
Nature o varied 320 image sequence. So while additional steps and modifications
Mixed 10 varied 389

must be made for other image formats, any image format
that allows us to use boundaries to compare two fragments

is potentially reconstructable by our methods. In its current

retrieved from the FBI's most wanted website (Fig. 8). Thgyrm most progressive image formats like JPEG 2000 will not
various algorithms worked with different levels of accuracy,qk with our methods as is. We propose to do additional
The best algorithm was the enhanced greedy SPF algorith@eaarch with these image formats in future work.

which resulted in all 10 images being reconstructed.

The fifth data set used was a collection of 5 images of fighter V. CONCLUSION

planes. Herg all the algorithm.s other than the st_andard Greedyye have introduced and discussed a general procedure for
NUP result in full reconstruction of all 5 of the images. automated reassembly of scattered image evidence. Exper-
The sixth data set used was a collection of 5 natuigental results show that even by using a simple greedy
scene images. Only 1 of the pictures could be reconstructggorithm where the best candidate probabilities are used
correctly with the normal Greedy and PUP algorithms. Aflesults in most images being reconstructed in their entirety.
other algorithms failed, however, large blocks of correctlyowever by making the enhancements to the greedy algorithm
ordered fragments did appear and could be used to reconstgid then using simultaneous reassembly techniques or SPF
the images. algorithms we can further improve the reassembly results.
The final set used was a collection of 10 relatively non- Even those few images that are not reconstructed in their
related images. There were 4 images of fighter planes mixedkifitirety tend to have a large number of fragments that are in
with 1 image of an actress posing, 1 image of a woman’s fage correct order. This is helpful because, if an analyst can
an image with a dog, an image of a beach, a digital drawing @fentify proper subsequences in these candidate reorderings,
star trek and a small banner from the web. All the algorithmBey can combine these subsequences to form unit fragments
other than Greedy NUP resulted in perfect reconstruction ghd iterate the process to eventually converge on the proper
all 10 images. reordering with much less effort than if they were to perform
From the results obtained so far, we can conclude that tiree task manually.
Enhanced Greedy SPF seems to work the best, while thén future work we will extend the techniques presented in
Greedy SPF and Enhanced PUP provide excellent reconstriinis paper to reconstruction of shredded documents. We shall
tions as well. also investigate methods to collate fragments of documents
It should be noted that the optimal solution may not neceBem mixed fragments of several documents.
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